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REQUEST FOR PROPOSALS 
 

 
 
 
 RFP NUMBER: CSP902522  
 INDEX NUMBER: COM006 
 UNSPSC CATEGORY: 84110000 
 

THIS SOLICITATION CONTAINS AN EMBEDDED MINORITY SET-ASIDE COMPONENT 
 

 
The State of Ohio, through the Department of Administrative Services, Office of 
Procurement Services, for the Ohio Department of Commerce, is requesting proposals for: 
 

OHIO DEPARTMENT OF COMMERCE DIVISION OF SECURITIES FORENSIC 
ACCOUNTING SERVICES 

 
 
 
 

 RFP ISSUED: June 1, 2021 
 INQUIRY PERIOD BEGINS: June 1, 2021 
 INQUIRY PERIOD ENDS: June 16, 2021 at 8:00 a.m. 
 PROPOSAL DUE DATE: June 23, 2021 by 1:00 p.m. 
 
 
 

Proposals received after the due date and time will not be evaluated. 
 
 
 
 OPENING LOCATION: Department of Administrative Services 
 Office of Procurement Services 
 ATTN:  Bid Desk 
 4200 Surface Rd. 
 Columbus, OH  43228-1395 
 
 
Offerors must note that all proposals and other material submitted will become the property of the state and may be returned 
only at the state's option.  Proprietary information should not be included in a proposal or supporting materials because the 
state will have the right to use any materials or ideas submitted in any proposal without compensation to the offeror. 
Additionally, all proposals will be open to the public after the award of the contract has been posted on the State Pro curemen t 
Web site.  Refer to the Ohio Administrative Code, Section 123:5-1-08 (E). 
 
 
This RFP consists of  f ive (5) parts, nine (9) attachments, and one (1) supplement, totaling 86 consecutively 
numbered pages.  Please verify that you have a complete copy. 
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PART ONE: EXECUTIVE SUMMARY 
 
PURPOSE.  This is a Request for Competitive Sealed Proposals (RFP) under Section 125.071 of the Ohio Revised Code 
(ORC) and Section 123:5-1-08 of the Ohio Administrative Code (OAC).  The Department of Administrative Services (DAS), 
Office of Procurement Services, on behalf of the Ohio Department of Commerce (the Agency), is soliciting competit i ve seal ed  
proposals (Proposals) for Ohio Department of Commerce Division of Securities Forensic Accounting Services and th i s RFP i s  
the result of that request.  If a suitable offer is made in response to this RFP, the State of Ohio (State), through DAS, may en ter  
into a contract (the Contract) to have the selected Offeror (the Contractor) perform all or part of the Project (the Work).  This 
RFP provides details on what is required to submit a Proposal for the Work, how the State will evaluate the Proposals, and what 
will be required of the Contractor in performing the Work. 
 
This RFP also gives the estimated dates for the various events in the submission process, selection process, and performan ce 
of the Work.  While these dates are subject to change, prospective Offerors must be prepared to meet them as they currently 
stand. 
 
Once awarded, the term of the Contract will be from the award date through June 30, 2023.  The State may solely renew this 
Contract at the discretion of DAS for a period of one month.  Any further renewals will be by mutual agreement between the 
Contractor and DAS for any number of times and for any period of time.  The cumulative time of all mutual renewals may not 
exceed four (4) years and are subject to and contingent upon the discretionary decision of the Ohio General Assembly to 
appropriate funds for this Contract in each new biennium.  DAS may renew all or part of this Contract subject to the satisfactory  
performance of the Contractor and the needs of the Agency. 
 
Any failure to meet a deadline in the submission or evaluation phases and any objection to the dates for performance of the 
Project may result in DAS refusing to consider the Proposal of the Offeror. 
 
BACKGROUND. 
The State of Ohio is seeking expertise in forensic accounting and investigative services. The services will include the 
examination, analysis, and explanation of financial records of individuals and businesses and form opinions about the 
information based on the evidence. The awarded Contractor will be ultimately responsible for the accuracy and 
completeness of their work product, methodology and evidence presentation as well as any expert opinions expressed.  
 
Additionally, the Supplier will have knowledge of reconstructing evidence involving financial transactions and knowledge o f 
the rules of criminal procedure in obtaining, perfecting, and preserving such evidence to ensure admissibility in court 
proceedings; civil and criminal. 
 
The Supplier will have knowledge and ability to apply evidentiary rules and admissibility to all generated work product. Th e 
Supplier must possess a sufficient skill set to identify and detail probable cause in financial transactions that used in an 
affidavit for search warrants or subpoenas. 
 
The Supplier will possess proficiency in proving illicit income/gain with the use of indirect methods such as cash 
expenditures, source, and application of funds, bank deposits, and net worth. 
 
The Supplier must have a thorough understanding of Generally Accepted Accounting Principles (GAAP) , Go vern men tal  
Accounting Standards Board (GASB), business information and financial reporting systems, financial statemen t an al ys i s , 
accounting and auditing standards and procedures, evidence gathering and investigative techniques, and litigation 
processes and procedures, and case management.  
 
MINORITY BUSINESS ENTERPRISE PROGRAM. The State is committed to making more State contracts and opportunities 
available to minority business enterprises (MBE) certified by the Ohio Department of Administrative Services pursuant to 
Section 123.151 of the Ohio Revised Code and Rule 123:2-15-01 of the Ohio Administrative Code. This RFP contains a 
sheltered solicitation requirement, which encourages the Offeror to seek and set aside a portion of the Work to be exc l us i vel y  
performed by Ohio certified MBE businesses. For more information regarding Ohio MBE certification requirements, includ in g a 
list of Ohio certified MBE businesses, please visit the DAS Equal Opportunity Division web site at: 
 
http://das.ohio.gov/Divisions/EqualOpportunity/MBEEDGECertification/tabid/134/default.aspx  
 
To search for Ohio certified MBE businesses, utilize the following search routine published on the DAS Equal Opportunity 
Division website:  
 

1. Select “Locate MBE Certified Providers” as the EOD Search Area selection;  
2. Select “MBE Certified Providers” link;  
3. On the subsequent screen select “All Procurement Types” as a search criterion;  

http://das.ohio.gov/Divisions/EqualOpportunity/MBEEDGECertification/tabid/134/default.aspx
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4. Select “Search”; and  
5. A list of Ohio MBE Certified Service Providers will be displayed.  

 
In seeking solicitations from Ohio certified MBE businesses, the Offeror must:  
 

1. Utilize a competitive process to which only Ohio certified MBEs may respond;  
2. Have established criteria by which prospective Ohio MBEs will be evaluated including business ability and specific 

experience related to the Project requirements; and,  
3. Require the Ohio certified MBE maintain a valid certification throughout the term of the Contract, including any 

renewals.  
 

After award of the RFP, the Contractor must submit a quarterly report(s) and/or form to the agency representative or d es i g nee 
documenting the work performed by and payments made to the MBE subcontractor(s). This RFP provides details on the 
report(s) and/or form and the timing on filing. 
 
OVERVIEW. 
The Department of Commerce is the chief regulatory agency of the State of Ohio. It is made up of eight (8) Di v i s i o n s th at 
annually issue nearly 600,000 business, industrial, and professional licenses, permits, registrations, and certifications. 
Through the Divisions, the Department of Commerce regulates banks, credit unions, mortgage lenders, and consumer 
finance businesses; securities professionals and products; and real estate professionals and cable television. The Divisions 
also issue liquor permits, oversee fire and building code enforcement, and manage the State’s unclaimed funds. It is the 
Department of Commerce’s mission to safeguard the citizens and visitors of Ohio, their property, and their resources wh i l e 
ensuring reliable marketplaces conducive to business growth and prosperity. 
 
OBJECTIVES.  DAS has the following objectives that it wants this Work to fulfill, and it will be the Contractor’s obligation to 
ensure that the personnel the Contractor provides are qualified to perform their portions of the Work. 
 
The purpose of this Request for Proposal (“RFP”) is to procure forensic accounting and investigative services. The services wil l  
include the examination, analysis, and explanation of financial records of individuals and businesses, and form opinions 
regarding the information based on the evidence. The awarded Offeror will be ultimately responsible for the accuracy and 
completeness of their work product, methodology and evidence presentation, as well as any expert opinions expressed. 
 
 
CALENDAR OF EVENTS.  The schedule for the Project is given below, and is subject to change.  DAS may change this 
schedule at any time.  If DAS changes the schedule before the Proposal due date, it will do so through an announcement on 
the State Procurement Web site area for this RFP.  The Web site announcement will be followed by an addendum to th i s  RFP, 
also available through the State Procurement Web site.  After the Proposal due date and before the award of the Contract, DAS 
will make scheduled changes through the RFP addendum process.  DAS will make changes in the Project sch ed ul e after  th e 
Contract award through the change order provisions located in the general terms and conditions of the Contract.  It is each 
prospective Offeror’s responsibility to check the Web site question and answer area for this RFP for current information 
regarding this RFP and its calendar of events through award of the Contract.  No contact shall be made with ag en cy /p rog ram 
staff until contract award is announced. 
 
DATES:   
 
Firm Dates 
RFP Issued: June 1, 2021 
Inquiry Period Begins: June 1, 2021 
Inquiry Period Ends: June 16, 2021, at 8:00 a.m. 
Proposal Due Date: June 23, 2021, by 1:00 p.m. 
 
 
Estimated Dates 
Contract Award Notification: TBD 
 
NOTE:  These dates are subject to change. 
 
There are references in this RFP to the Proposal due date.  Prospective Offerors must assume, unless it is clearly stated to  th e 
contrary, that any such reference means the date and time (Columbus, OH local time) that the Proposals are due.   
 
Proposals received after 1:00 p.m. on the due date will not be evaluated. 
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PART TWO:  STRUCTURE OF THIS RFP 

 
ORGANIZATION.  This RFP is organized into five (5) parts, and nine (9) attachments. The parts and attachments are listed 
below. 
 
PARTS: 
 
Part One  Executive Summary 
Part Two  Structure of this RFP 
Part Three  General Instructions 
Part Four  Evaluation of Proposals  
Part Five  Award of the Contract 
 
 
ATTACHMENTS: 
 
Attachment One Work Requirements and Special Provisions 

Part One  Work Requirements 
Part Two  Special Provisions  

Attachment Two Requirements for Proposals 
Attachment Three General Terms and Conditions 

Part One  Performance and Payment 
Part Two   Work & Contract Administration 
Part Three  Ownership & Handling of Intellectual Property & Confidential Information 
Part Four  Representations, Warranties, and Liabilities 
Part Five  Acceptance and Maintenance 
Part Six  Construction 
Part Seven  Law & Courts 

Attachment Four Contract 
Attachment Five Offeror Profile Summary 

5-A   Offeror Profile Form 
5-B   Offeror Prior Project Form 
5-C   Offeror Prior Project Form 
5-D   Offeror Prior Project Form 

Attachment Six  Offeror References 
Attachment Seven Offeror’s Candidate Summary 

7-A   Offeror’s Candidate References 
7-B   Offeror’s Candidate Education, Training, Licensure, and Certifications 
7-C   Offeror’s Candidate Experience 

Attachment Eight Offeror Performance Form 
Attachment Nine Cost Summary Form 
 
Supplement S State Information Security and Privacy Requirements 
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PART THREE:  GENERAL INSTRUCTIONS 

 
The following sections provide details on how to get more information about this RFP and how to respond to this RFP.  All 
responses must be complete and in the prescribed format. 
 
CONTACTS.  The following person will represent DAS: 

 
 Shawn Carter 

Ohio Department of Administrative Services 
Office of Procurement Services 
4200 Surface Road 
Columbus, OH 43228-1395 

 
During the performance of the Work, a State representative (the “Agency Project Representative”) will represent the Agency 
and be the primary contact for matters relating to the Work.  The Agency Project Representative will be design ated  i n  wr i t i ng 
after the Contract award. 
 
INQUIRIES.  Offerors may make inquiries regarding this RFP any time during the inquiry period listed in the Calendar of 
Events.  To make an inquiry, Offerors must use the following process: 
 
1. Access the State Procurement Web site at http://www.ohio.gov/procure. 
2. From the Quick Links Menu on the right, select “Bid Opportunities Search”. 
3. In the “Document/Bid Number” field, enter the RFP number found on the first page of this RFP. 
4. Click “Search” button. 
5. On the Procurement Opportunity Search Results page, click the hyperlinked Document Number. 
6. On the Procurement Opportunity Search Details page, click on the blue box with the words “Submit Inquiry”. 
7. On the Opportunity Document Inquiry page, complete the required “Personal Information” section by providing: 

a. First and last name of the prospective Offeror’s representative who is responsible for the inquiry. 
b. Representative’s business phone number. 
c. Representative’s company name 
d. Representative’s e-mail address. 

8. Type the inquiry in the space provided including: 
a. Reference the relevant part of this RFP. 
b. The heading for the provision under question. 
c. The page number of the RFP where the provision can be found. 

9. Enter the Confirmation Number at the bottom of the page 
10. Click the “Submit” button. 
 
Offerors submitting inquiries will receive an immediate acknowledgement that their inquiry has been received as wel l  as  an  e-
mail acknowledging receipt of the inquiry.  Offerors will not receive a personalized e-mail response to their  q ues ti o n, n o r  wi l l 
they receive notification when the question has been answered. 
 
Offerors may view inquiries and responses using the following process: 
 
1. Access the State Procurement Web site at http://www.ohio.gov/procure. 
2. From the “Quick Links” menu on the right, select “Bid Opportunities Search”. 
3. In the “Document/Bid Number” field, enter the RFP number found on the first page of this RFP. 
4. Click the “Search” button. 
5. On the Procurement Opportunity Search Detail page, click on the blue box with the words ‘View Q and A”. 
6. All inquiries with responses submitted to date are viewable. 
 
DAS will try to respond to all inquiries within 48 hours of receipt, excluding weekends and State holidays.  DAS will not respon d 
to any inquiries received after 8:00 a.m. on the inquiry end date. 
 
Offerors are to base their RFP responses, and the details and costs of their proposed projects, on the requirements and 
performance expectations established in this RFP for the future contract, not on details of any other potentially related contrac t 
or project.  If Offerors ask questions about existing or past contracts using the Internet Q&A process, DAS will use its discretion  
in deciding whether to provide answers as part of this RFP process. 
 
DAS is under no obligation to acknowledge questions submitted through the Q&A process if those questions are not in 
accordance with these instructions or deadlines. 

http://www.ohio.gov/procure
http://www.ohio.gov/procure
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PROTESTS.  Any Offeror that objects to the award of a Contract resulting from the issuance of this RFP may file a protest of 
the award of the Contract, or any other matter relating to the process of soliciting the Proposals.  Such protest must comply with 
the following information: 
 
1. The protest must be filed by a prospective or actual offeror objecting to the award of a Contract resulting from the RFP.  

The protest must be in writing and contain the following information: 
 
a. The name, address, and telephone number of the protester; 
b. The name and number of the RFP being protested; 
c. A detailed statement of the legal and factual grounds for the protest, including copies of any relevant documents; 
d. A request for a ruling by DAS; 
e. A statement as to the form of relief requested from DAS; and 
f. Any other information the protester believes to be essential to the determination of the factual and legal q ues ti o n s at 

issue in the written request. 
 
2. A timely protest will be considered by DAS, on behalf of the agency, if it is received by the DAS, Office of Procurement 

Services (OPS) within the following periods: 
 
a. A protest based on alleged improprieties in the issuance of the RFP, or any other event preceding the closing date fo r  

receipt of proposals which are apparent or should be apparent prior to the closing date for receipt of prop osal s, mus t 
be filed no later than five (5) business days prior to the proposal due date. 

b. If the protest relates to the recommendation of the evaluation committee for an award of the Contract, the protest mus t 
be filed as soon as practicable after the Offeror is notified of the decision by DAS regarding the Offeror’s proposal. 

 
3. An untimely protest may be considered by DAS at the discretion of DAS.  An untimely protest is one received  by  th e DAS 

OPS after the time periods set in paragraph 2 above.  In addition to the information listed in paragraph 1, untimely protes ts  
must include an explanation of why the protest was not made within the required time frame. 

 
4. All protests must be filed at the following location: 

 
Department of Administrative Services 
Office of Procurement Services 
4200 Surface Road 
Columbus, OH 43228-1395 
 
SUBJECT: CSP902522 COM006 
 

This protest language only pertains to this RFP offering. 
 
ADDENDA TO THE RFP.  If DAS decides to revise this RFP before the Proposal due date, an addendum will be announced on 
the State Procurement Web site. 
 
Offerors may view addenda using the following process: 
 
1. Access the State Procurement Web site at http://www.ohio.gov/procure. 
2. From the “Quick Links menu on the right, select “Bid Opportunities Search”. 
3. In the “Document/Bid Number” field, enter the RFP number found on the first page of this RFP. 
4. Click the “Search” button. 
5. On the Procurement Opportunity Search Results page, click the hyperlinked Document Number. 
6. On the Procurement Opportunity Search Detail page, under “Associated PDF Files”, links to one or more Addendums, wi l l  

be displayed.  Click on the addenda hyperlink to view. 
 

When an addendum to this RFP is necessary, DAS may extend the Proposal due date through an announcement on State 
Procurement Web site. It is the responsibility of each prospective Offeror to check for announcements and other current 
information regarding this RFP. 
 

http://www.ohio.gov/procure
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After the submission of Proposals, addenda will be distributed only to those Offerors whose submissions are under active 
consideration.  When DAS issues an addendum to the RFP after Proposals have been submitted, DAS will permit Offerors to 
withdraw their Proposals.  
 
This withdrawal option will allow any Offeror to remove its Proposal from active consideration should the Offero r  feel  th at th e 
addendum changes the nature of the transaction to the extent that the Offeror’s Proposal is no longer in its interests.  
Alternatively, DAS may allow Offerors that have Proposals under active consideration to modify their Proposals in respo nse to  
the addendum, as described below. 
 
Whenever DAS issues an addendum after the Proposal due date, DAS will tell all Offerors whose Proposals are under active 
consideration whether they have the option to modify their Proposals in response to the addendum.  Any time DAS amends th e 
RFP after the Proposal due date, an Offeror will have the option to withdraw its Proposal even if DAS permits modifi cati on s to  
the Proposals.  If the Offerors are allowed to modify their Proposals, DAS may limit the nature and scope of the modif i cati on s.  
Unless otherwise stated in the notice by DAS, modifications and withdrawals must be made in writing and must be submitted 
within ten (10) business days after the addendum is issued.  If this RFP provides for a negotiation phase, this procedure will not 
apply to changes negotiated during that phase.  Withdrawals and modifications must be made in writing and submitted  to  DAS 
at the address and in the same manner required for the submission of the original Proposals.  Any modification that is  bro ad er  
in scope than DAS has authorized may be rejected and treated as a withdrawal of the Offeror’s Proposal. 
 
PROPOSAL SUBMITTAL.  Each Offeror must submit a Technical Proposal and a Cost Proposal as part of its Proposal 
package.  Proposals must be submitted as two (2) separate components (Technical Proposal and Cost Proposal) i n  sep arate 
sealed envelopes/packages.  Each Technical Proposal package must be clearly marked “CSP902522 RFP – Technical 
Proposal” on the outside of each Technical Proposal package’s envelope.  Each Cost Proposal package must be clearly 
marked “CSP902522 RFP – Cost Proposal” on the outside of each Cost Proposal package’s envelope.  Each Offeror must 
submit one (1) original, completed and signed in blue ink, and four (4) copies for a total of five (5) Proposal packages. 
 
The Offeror must also submit, in the sealed package, a complete copy of the Proposals on CD-ROM in Microsoft Office (W o rd, 
Excel, or Project) 2003 or higher, format and/or PDF format as appropriate. In the event there is a discrepancy between the 
hard copy and the electronic copy, the hard copy will be the official Proposal.  Proposals are due no later than the proposal due 
date, at 1:00 p.m.  Proposals submitted by e-mail or fax are not acceptable and will not be considered.   
 
If an Offeror includes in its proposal confidential, proprietary, or trade secret information, it must also submit a complete 
redacted version of its Technical Proposal in accordance with Confidential, Proprietary or Trade Secret Information that follows.  
Offerors shall only redact (black out) language that is exempt from disclosure pursuant to Ohio Public Record s  Ac t.  O ffero rs  
must also submit an itemized list of each redaction with the corresponding statutory exemption from disclosure.  The red ac ted  
version must be submitted as a paper copy as well as an electronic copy on CD ROM in a searchable PDF format.  The 
redacted version, as submitted, will be available for inspection and released in response to public records requests.  If a 
redacted version is not submitted, the original submission of the proposal will be provided in response to public records 
requests. 
 
Proposals must be submitted to: 
 

Department of Administrative Services 
Office of Procurement Services - Bid Desk 
4200 Surface Road 
Columbus, OH 43228-1395 

 
DAS will reject any Proposals or unsolicited Proposal addenda that are received after the deadline.  An Offeror that mails its 
Proposal must allow adequate mailing time to ensure its timely receipt.  DAS recommends that Offerors submit proposals as 
early as possible.  Proposals received prior to the deadline are stored, unopened, in a secured area until 1:00 p.m. o n  th e d ue 
date.  Offerors must also allow for potential delays due to increased security.  DAS will reject late proposals regardl ess o f th e 
cause for the delay. 
 
Each Offeror must carefully review the requirements of this RFP and the contents of its Proposal.  Once opened, Proposals 
cannot be altered, except as allowed by this RFP. 
 
By submitting a Proposal, the Offeror acknowledges that it has read this RFP, understands it, and agrees to be bound by its 
requirements.  DAS is not responsible for the accuracy of any information regarding this RFP that was gathered through a 
source different from the inquiry process described in the RFP. 
 
ORC Section 9.24 prohibits DAS from awarding a Contract to any Offeror(s) against whom the Auditor of State has issued a 
finding for recovery if the finding for recovery is “unresolved” at the time of award.  By submitting a Proposal, the Offeror 
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warrants that it is not now, and will not become subject to an “unresolved” finding for recovery under Section 9.24, p r i o r  to  th e 
award of a Contract arising out of this RFP, without notifying DAS of such finding.  ORC Section 9.231 applies to this contract. 
 
DAS may reject any Proposal if the Offeror takes exception to the terms and conditions of this RFP, fails to comply with the 
procedure for participating in the RFP process, or the Offeror’s Proposal fails to meet any requirement of this RFP.  Any 
question asked during the inquiry period will not be viewed as an exception to the Terms and Conditions. 
 
CONFIDENTIAL, PROPRIETARY OR TRADE SECRET INFORMATION.  DAS procures goods and services through a RFP in 
a transparent manner and in accordance with the laws of the State of Ohio.   All proposals provided to DAS in response to  th i s  
RFP become records of DAS and as such, will be open to inspection by the public after award unless exempt from d i sc l o sure 
under the Ohio Revised Code or another provision of law.  
 
Unless specifically requested by the State, an Offeror should not voluntarily provide to DAS any information that the Offeror 
claims as confidential, proprietary or trade secret and exempt from disclosure under the Ohio Revised Code or another 
provision of law. Additionally, the Offeror must understand that all Proposals and other material submitted will become the 
property of the State and may be returned only at the State's option. Confidential, proprietary or trade secret information shoul d 
not be voluntarily included in a Proposal or supporting materials because DAS will have the right to use any materials  o r  i d eas  
submitted in any Proposal without compensation to the Offeror.  
 
However, if the State requests from the Offeror, or if the Offeror chooses to include, information it deems confidential, 
proprietary, or trade secret information, the Offeror may so designate such information as “CONFIDENTIAL” by redacti n g  o n ly  
that information that is exempt from disclosure under the Ohio Revised Code or another provision of law and must provide a lis t 
of the redactions stating the specific statutory exemption for each redaction. The Offeror must clearly designate the p ar t o f th e 
proposal that contains confidential, proprietary or trade secret information in order to claim exemption from disclosure by 
submitting both an unredacted copy and a redacted copy of its proposal in both electronic and paper (hard) format.  Both 
electronic and paper (hard) copies shall be clearly identified as either “ORIGINAL COPY” or “REDACTED COPY”.  Failure to 
properly redact and clearly identify all copies will result in the State treating all information in the original propo sal  as  a p ubl i c  
record.   
 
DAS may review the claimed confidential, proprietary or trade secret information to determine whether the redaction is pro per .  
The decision as to whether such confidentiality is appropriate rests solely with DAS. If DAS determines that the information 
marked as confidential, trade secret, or proprietary does not meet a statutory exception to disclosure, DAS will inform the 
Offeror, in writing, of the information DAS does not consider confidential.  
 
Upon receipt of DAS’ determination that all or some portion of the Offeror’s designated information will not be treated as exempt 
from disclosure, the Offeror may exercise the following options:  
 
1. Withdraw the Offeror’s entire Proposal (prior to award only);  
2. Request that DAS evaluate the Proposal without the redacted information (prior to award only); or  
3. Withdraw the designation of confidentiality, trade secret, or proprietary information for such information.  
 
In submitting a proposal, each Offeror agrees that DAS may reveal confidential, proprietary and trade secret information 
contained in the proposal to DAS staff and to the staff of other state agencies, any outside consultant or other third parties wh o  
serve on an evaluation committee or who are assisting DAS in development of specifications or the evaluati o n  o f p ro p osals . 
The State shall require said individuals to protect the confidentiality of any specifically identified confidential, proprietary or trade 
secret information obtained as a result of their participation in the evaluation.   
 
Finally, if information submitted in the Proposal is not marked as confidential, proprietary or trade secret, it will be d etermi n ed  
that the Offeror waived any right to assert such confidentiality and the entire Proposal shall be deemed a public record.  
 
DAS will retain all Proposals, or a copy of them, as part of the Contract file for the required retention period. After the reten ti o n  
period, DAS may return, destroy, or otherwise dispose of the Proposals or the copies. 
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WAIVER OF DEFECTS.  DAS may waive any defects in any Proposal or in the submission process followed by an Offeror.  
DAS will only do so if it believes that it is in the State’s interests and will not cause any material unfairness to other Offerors. 
 
MULTIPLE OR ALTERNATE PROPOSALS.  DAS accepts multiple Proposals from a single Offeror, but DAS requires each 
such Proposal be submitted separately from every other Proposal the Offeror makes.  Additionally, the Offeror must treat every  
Proposal submitted as a separate and distinct submission and include in each Proposal all materials, information, 
documentation, and other items this RFP requires for a Proposal to be complete and acceptable.  No alternate Proposal may 
incorporate materials by reference from another Proposal made by the Offeror or refer to another Proposal.  DAS will judge 
each alternate Proposal on its own merit. 
 
ADDENDA TO PROPOSALS.  Addenda or withdrawals of Proposals will be allowed only if the addendum or withdrawal is 
received before the Proposal due date.   No addenda or withdrawals will be permitted after the due date, except as auth o r i zed  
by this RFP.  
 
PROPOSAL INSTRUCTIONS.  Each Proposal must be organized in an indexed binder ordered in the same manner as the 
response items are ordered in Attachment Two of this RFP. 
 
DAS wants clear and concise Proposals. Offerors should, however, take care to completely answer questions and meet the 
RFP’s requirements thoroughly.  All Offerors, including current contract holders, if applicable, must provide detailed and 
complete responses as Proposal evaluations, and subsequent scores, are based solely on the content of the Proposal.   
 
No assumptions will be made or values assigned for the competency of the Offeror whether or not the Offeror is a current or 
previous contract holder. 
 
The requirements for the Proposal’s contents and formatting are contained in an attachment to this RFP. 
 
DAS will not be liable for any costs incurred by an Offeror in responding to this RFP, regardless of whether DAS awards the 
Contract through this process, decides not to go forward with the Project, cancels this RFP for any reason, or contracts  fo r  th e 
Project through some other process or by issuing another RFP. 
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PART FOUR: EVALUATION OF PROPOSALS 

 
EVALUATION OF PROPOSALS.  The evaluation process consists of, but is not limited to, the following steps: 
 

1. Certification.  DAS shall open only those proposals certified as timely by the Auditor of State. 
 

2. Initial Review.  DAS will review all certified Proposals for format and completeness. DAS normally rejects any 
incomplete or incorrectly formatted Proposal, though it may waive any defects or allow an Offeror to submit a 
correction. If the Offeror meets the formatting and mandatory requirements listed herein, the State will continue to 
evaluate the proposal.  

   
3. Proposal Evaluation.  The DAS procurement representative responsible for this RFP will forward all timely, co mp l ete, 

and properly formatted Proposals to an evaluation committee, which the procurement representative wi l l  ch ai r .  Th e 
evaluation committee will rate the Proposals submitted in response to this RFP based on criteria and weight assi g n ed 
to each criterion. 
 
The evaluation committee will evaluate and numerically score each Proposal that the procurement representative h as  
determined to be responsive to the requirements of this RFP.  The evaluation will be according to the criteria contained 
in this Part of the RFP.  An attachment to this RFP may further refine these criteria, and DAS has a right to break 
these criteria into components and weight any components of a criterion according to their perceived importance. 
 
The evaluation committee may also have the Proposals or portions of them reviewed and evaluated by  i n d ep en d ent 
third parties or various State personnel with technical or professional experience that relates to the Work or to a 
criterion in the evaluation process.  The evaluation committee may also seek reviews of end users of the Wo rk  o r  th e 
advice or evaluations of various State committees that have subject matter expertise or an interest in the Work.  In 
seeking such reviews, evaluations, and advice, the evaluation committee will first decide how to incorporate the results  
in the scoring of the Proposals.  The evaluation committee may adopt or reject any recommendations it receives  fro m 
such reviews and evaluations. 
 
The evaluation will result in a point total being calculated for each Proposal.  At the sole discretion of DAS, any 
Proposal, in which the Offeror received a significant number of zeros for sections in the technical portions of the 
evaluation, may be rejected.   
 
DAS will document all major decisions in writing and make these a part of the Contract file along with th e eval uati o n  
results for each Proposal considered. 

 
4. Clarifications & Corrections.  During the evaluation process, DAS may request clarifications from any Offeror under 

active consideration and may give any Offeror the opportunity to correct defects in its Proposal if DAS believes  d o i n g  
so does not result in an unfair advantage for the Offeror and it is in the State’s best interests.  Any clarification 
response that is broader in scope than what DAS has requested may result in the Offeror’s proposal being disqualified. 

 
5. Interviews, Demonstrations, and Presentations.  DAS may require top Offerors to be interviewed.  Such presentations, 

demonstrations, and interviews will provide an Offeror with an opportunity to clarify its Proposal and to ensure a mutual  
understanding of the Proposal’s content.  This will also allow DAS an opportunity to test or probe the professional i sm, 
qualifications, skills, and work knowledge of the proposed candidates.  The presentations, demonstrations, and 
interviews will be scheduled at the convenience and discretion of DAS.  DAS may record any presentations, 
demonstrations, and interviews.  No more than the top three (3) Proposals may be requested to present an oral 
presentation of their proposed Work Plan to the evaluation committee.    
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6. Contract Negotiations. Negotiations will be scheduled at the convenience of DAS.  The selected Offeror(s) are 

expected to negotiate in good faith. 
 

a. General.  Negotiations may be conducted with any Offeror who submits a competitive Proposal, but DAS may limit 
discussions to specific aspects of the RFP.  Any clarifications, corrections, or negotiated revisions that may o ccur  
during the negotiations phase will be reduced to writing and incorporated in the RFP, or the Offeror’s Proposal, as  
appropriate. Negotiated changes that are reduced to writing will become a part of the Contract file open to 
inspection to the public upon award of the Contract.  Any Offeror whose response continues to be competitive wil l  
be accorded fair and equal treatment with respect to any clarification, correction, or revision of the RFP and will be 
given the opportunity to negotiate revisions to its Proposal based on the amended RFP.   
 

b. Top-ranked Offeror.  Should the evaluation process have resulted in a top-ranked Proposal, DAS may limit 
negotiations to only that Offeror and not hold negotiations with any lower-ranking Offeror.  If negotiations are 
unsuccessful with the top-ranked Offeror, DAS may then go down the line of remaining Offerors, according to  

 
rank, and negotiate with the next highest-ranking Offeror.  Lower-ranking Offerors do not have a right to 
participate in negotiations conducted in such a manner.  
 

c. Negotiation with Other Offerors.  If DAS decides to negotiate with all the remaining Offerors, or decides that 
negotiations with the top-ranked Offeror are not satisfactory and negotiates with one or more of the lower-ranki ng  
Offerors, DAS will then determine if an adjustment in the ranking of the remaining Offerors is appropr iate based  
on the negotiations.   The Contract award, if any, will then be based on the final ranking of Offerors, as adjusted. 
 
Negotiation techniques that reveal one Offeror’s price to another or disclose any other material information 
derived from competing Proposals are prohibited.  Any oral modification of a Proposal will be reduced to writing by 
the Offeror as described below. 
 

d. Post Negotiation.  Following negotiations, DAS may set a date and time for the submission of best and final 
Proposals by the remaining Offeror(s) with which DAS conducted negotiations. If negotiations were limited and al l  
changes were reduced to signed writings during negotiations, DAS need not require the submissions of bes t an d  
final Proposals.   
 
It is entirely within the discretion of DAS whether to permit negotiations.  An Offeror must not submi t a Pro p o sal  
assuming that there will be an opportunity to negotiate any aspect of the Proposal.  DAS is free to limit 
negotiations to particular aspects of any Proposal, to limit the Offerors with whom DAS wants to negotiate, an d  to  
dispense with negotiations entirely. 
 
DAS generally will not rank negotiations.  The negotiations will normally be held to correct deficiencies in the 
preferred Offeror’s Proposal.  If negotiations fail with the preferred Offeror, DAS may negotiate with the next 
Offeror in ranking.  Alternatively, DAS may decide that it is in the interests of the State to negotiate with all the 
remaining Offerors to determine if negotiations lead to an adjustment in the ranking of the remaining Offerors.  
 
From the opening of the Proposals to the award of the Contract, everyone working on behalf of the State to 
evaluate the Proposals will seek to limit access to information contained in the Proposals solely to th o se p eo pl e 
with a need to know the information.  They will also seek to keep this information away from other O ffero rs , an d  
the evaluation committee will not be allowed to tell one Offeror about the contents of another Offeror’s Proposal in 
order to gain a negotiating advantage.   
 
Before the award of the Contract or cancellation of the RFP, any Offeror that seeks to gain access to the contents  
of another Offeror’s Proposal may be disqualified from further consideration. 
 
The written changes will be drafted and signed by the Offeror and submitted to DAS within a reasonable period o f 
time.  If DAS accepts the change, DAS will give the Offeror written notice of DAS’ acceptance.  The negotiated 
changes to the successful offer will become a part of the Contract. 
 

e. Failure to Negotiate.  If an Offeror fails to provide the necessary information for negotiations in a timely manner, or 
fails to negotiate in good faith, DAS may terminate negotiations with that Offeror and collect on the Offeror’s 
proposal bond, if a proposal bond was required in order to respond to this RFP. 
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7. Best and Final Offer.  If best and final proposals, or best and final offers (BAFOs), are required, they may be submitted  

only once; unless DAS makes a determination that it is in the State's interest to conduct additional negotiations.  In 
such cases, DAS may require another submission of best and final proposals.  Otherwise, discussion of or changes i n 
the best and final proposals will not be allowed.  If an Offeror does not submit a best and final proposal, the O ffero r ’s  
previous Proposal will be considered the Offeror’s best and final proposal. 

 
8. Determination of Responsibility. DAS may review the highest-ranking Offerors or its key team members to ensure th at 

the Offeror is responsible. The Contract may not be awarded to an Offeror that is determined not to be responsible. 
DAS’ determination of an Offeror’s responsibility may include the following factors: the experience of the O ffero r  an d  
its key team members; past conduct and past performance on previous contracts; ability to execute this contract 
properly; and management skill. DAS will make such determination of responsibility based on the Offeror’s Pro p o sal , 
reference evaluations, and any other information DAS requests or determines to be relevant. 
 

9. Reference Checks.  DAS may conduct reference checks to verify and validate the Offeror’s or proposed can d id ate’s  
past performance.  Reference checks indicating poor or failed performance by the Offeror or proposed candidate may  
be cause for rejection of the proposal.  In addition, failure to provide requested reference contact information may 
result in DAS not including the referenced experience in the evaluation process. 

 
The reference evaluation will measure the criteria contained in this part of the RFP as it relates to the Offeror’s 
previous contract performance including, but not limited, to its performance with other local, state, and federal entiti es .  
DAS reserves the right to check references other than those provided in the Offeror’s Proposal.  DAS may obtain 
information relevant to criteria in this part of the RFP, which is deemed critical to not only the successful operation and  
management of the Project, but also the working relationship between the State and the Offeror. 

 
10. Financial Ability.  Part of the Proposal evaluation criteria is the qualifications of the Offeror which may include, as a 

component, the Offeror’s financial ability to perform the Contract.  This RFP may expressly require the submi ss i o n o f 
financial statements from all Offerors in the Proposal contents attachment.  If the Proposal contents attachmen t d o es  
not make this an expressed requirement, the State may still request that an Offeror submit audited financial 
statements for up to the past three (3) years if the State is concerned that an Offeror may not have the financial abil i ty  
to carry out the Contract. 
 
In evaluating an Offeror’s financial ability, if requested, the State will review the documentation provided by the Offero r  
to determine if the Offeror’s financial position is adequate or inadequate.  If the State believes the Offeror’s financial 
ability is not adequate, the State may reject the Proposal despite its other merits. 

 
DAS will decide which phases are necessary.  DAS has the right to eliminate or add phases at any time in the evaluation 
process. 
 
To maintain fairness in the evaluation process, all information sought by DAS will be obtained in a manner such that no Offero r  
is provided an unfair competitive advantage. 
 
MANDATORY REQUIREMENTS.  The following Table 1 contains items that are considered minimum requirements for this 
RFP. 
 
Determining the Offeror’s ability to meet the minimum requirements is the first step of the DAS evaluation process.  The Offero r  
must demonstrate, to DAS, it meets all minimum requirements listed in the Mandatory Requirements section (Table 1).  The 
Offeror’s response to the minimum requirements must be clearly labeled “Mandatory Requirements” and collectively contai ned  
in Tab 1 of the Offeror’s Proposal in the “Cover Letter and Mandatory Requirements” section.  (Refer to Attachment Two  o f th e 
RFP document for additional instructions.)   
 
DAS will evaluate Tab 1, alone, to determine whether the Proposal meets all Mandatory Requirements.  If the information 
contained in Tab 1 does not clearly meet every Mandatory Requirement, the Proposal may be disqualified by DAS and DAS 
may not evaluate any other portion of the Proposal. 
 
 



Index No: COM006 
 

    Page 13 
 

  
 

TABLE 1 - MANDATORY PROPOSAL REQUIREMENTS 
 

Mandatory Requirements Accept Reject 

1. Primary Contractor, or Forensic Accountant, must hold an active certified 
public accountant license and maintain at least one (1) of the following 
credentials: 

a. Accredited in Business Valuations (ABV) 
b. Certified Forensic Financial Analyst (CFFA) 
c. Certified Fraud Examiner (CFE) 
d. Certified Internal Auditor (CIA®) 
e. Certified Public Accountant (CPA) 
f. Certified Valuation Analyst (CVA) 
g. Fraud Claim Law Associate (FCLA) 
h. Certified Fraud Forensics (CFF) 

  

 
If the State receives no Proposals meeting all of the Mandatory Requirements, the State may elect to cancel this RFP. 
 
PROPOSAL EVALUATION CRITERIA.  If the Offeror provides sufficient information to DAS, in Tab 1, of its proposal, 
demonstrating it meets the Mandatory Requirements, the Offeror’s Proposal will be included in the next part of th e eval uati o n  
process which involves the scoring of the Proposal Technical Requirements, followed by the scoring of the Cost Prop o sal s . In  
the Proposal evaluation phase, the evaluation committee rates the Proposals submitted in response to this RFP based  o n  th e 
following listed criteria and the weight assigned to each criterion. The maximum available points allowed in this RFP are 
distributed as indicated in Table 2 - Scoring Breakdown. 
 

TABLE 2 - SCORING BREAKDOWN 
 
 
 
 
 
 
 
 
 
 
 
 
 
DAS will apply the Veterans Friendly Business Enterprise preference as required by ORC 9.318 and OAC 123:5-1-16. 
 
The scale below (0-5) will be used to rate each proposal on the criteria listed in the Technical Proposal Evaluation table. 

DOES NOT MEET 
0 POINTS 

WEAK 
 
1 POINT 

WEAK TO 
MEETS 

2 POINTS 

MEETS 
 

3 POINTS 

MEETS TO 
STRONG 
4 POINTS 

STRONG 
 

5 POINTS 
DAS will score the Proposals by multiplying the score received in each category by its assigned weight and adding all 
categories together for the Offeror’s Total Technical Score in Table 3.  Representative numerical values are defined as follows: 
 

DOES NOT MEET (0 pts.):  Response does not comply substantially with requirements or is not provided. 
  
WEAK (1 pt.): Response was poor related to meeting the objectives. 
 
WEAK TO MEETS (2 pts.): Response indicates the objectives will not be completely met or at a level that will be below 
average. 
 
MEETS (3 pts.): Response generally meets the objectives (or expectations). 
  
MEETS TO STRONG (4 pts.):  Response indicates the objectives will be exceeded. 
 
STRONG (5 pts.):  Response significantly exceeds objectives (or expectations) in ways that provide tangible ben efi ts  
or meets objectives (or expectations) and contains at least one enhancing feature that provides significant benefits. 

Criteria Maximum 
Available Points 

Proposal Technical Requirements 450 Points 

Proposal Cost  150 Points 

MBE Participation Credit 50 Points 

Maximum Available Points 650 Points 
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TABLE 3 - TECHNICAL PROPOSAL EVALUATION 
 

Criterion Weight 

Rating 
(0=Does 
not Meet 

to 
5=Strong) 

Extended 
Score 

Offeror Profile     

1. Offeror shall have five years of experience in forensic accounting including 
reconstructing evidence involving financial transactions and kn owl edge o f th e 
rules of criminal procedure in obtaining, perfecting, and preserving such 
evidence to ensure admissibility in civil and criminal court proceedings. 

5   

2. Offeror shall have knowledge and ability to apply evidentiary rules and 
admissibility to all generated work product. The Offeror must possess skill sets to 
identify and detail probable cause in financial transactions that may  be used  i n  
an affidavit for search warrants or subpoenas. 

5   
 

3. Offeror shall possess proficiency in proving illicit income/gain with the use of 
indirect methods such as cash expenditures, source, and applicatio n o f fun d s , 
bank deposits, net worth, and searching and tracing assets in order to locate, 
identify, and freeze assets purchased with unlawful proceeds. 

5   
 

4. Offeror must have a thorough understanding of Generally Accepted Accoun tin g 
Principles (GAAP), Governmental Accounting Standards Board (GASB) 
Standards and Guidance, business information and financial reporting systems , 
financial statement analysis, accounting and auditing standards and procedures, 
evidence gathering and investigative techniques, litigation processes and 
procedures, and case management. 

10   

5. Offeror shall provide public case experience, case numbers, the type of 
testimony provided, including whether the testimony was as an expert or fact-
only witness and a brief overview of the testimony, and the courts where the 
cases were filed within the last ten years.  

5   

    
Staffing Plan. Based on responses in Attachment Seven A, B, and C, as well as the 
staff résumés. Offeror submits a staffing plan identifying and describing the key 
personnel who will be involved with the Work. Key personnel include at minimum th e 
Certified Forensic Accountant, Junior Accountant, and Support Staff. 

   

1. Identify the individuals who will be providing the services an d  sup pl y fo r  each  
their resumes, curriculum vitae, or similar document summarizing their 
background, including a list of credentials for each as identified above. 

5   
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Scope of Work. Based on the response to Attachment One. The Offeror clear l y  an d  
completely explains how it will accomplish the Work by describing how all the 
requirements specific to this project will be completed as required by the Scope of 
Work. See Attachment One for complete project requirements. 

   

1. Provide a work plan to assist the Agency’s counsel in investigating or responding 
to allegations of fraud and other white-collar crimes. 5   

2. Provide a work plan to offer investigative services on new or existing cases: 10   

3. Provide a work plan to offer investigation & pre-trial assistance services. 5   

4. Provide a work plan to offer trial preparation & expert witness testimony services. 10   

5. Provide a work plan to offer software, document imaging, analysis, and storage 
from subcontracted vendors. 5   

6. Provide a plan to utilize junior level accountants and associates when available 
and appropriate with oversight from a senior accountant on cases assigned. 5   

7. Provide a work plan to discuss and memorialize the scope of work for each case 
prior to work starting. 5   

8. Provide a plan to maintain confidentiality of investigative records, documents, 
information, and work product.  5   

9. Provide a plan to offer Division staff training. 5   

 
Total Technical Score:      

 
 

In this RFP, DAS asks for responses and submissions from Offerors, most of which represent components of the above criteria.  
While each criterion represents only a part of the total basis for a decision to award the Contract to an Offeror, a fai l ure by  an  
Offeror to make a required submission or meet a mandatory requirement will normally result in a rejection of that Offeror’s 
Proposal.  The value assigned above to each criterion is only a value used to determine which Proposal is the most 
advantageous to the State in relation to the other Proposals that DAS received. 
 
Once the technical merits of a Proposal are evaluated, the costs of that Proposal will be considered.  It is within DAS’ discretion 
to wait to factor in a Proposal’s cost until after any interviews, presentations, demonstrations or discussions.  Also, before 
evaluating the technical merits of the Proposals, DAS may do an initial review of costs to determine if any Proposals shoul d be 
rejected because of excessive cost.  DAS may reconsider the excessiveness of any Proposal’s cost at any time in the 
evaluation process.  
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COST PROPOSAL POINTS.  DAS will calculate the Offeror’s Cost Proposal points after the Offeror’s total technical points  are 
determined, using the following method: 
 
Cost points = (lowest Offeror’s cost/Offeror’s cost) x Maximum Available Cost Points as indicated in the “Scoring Breakd own ”  
table. The value is provided in the Scoring Breakdown table. “Cost” = Total Not to Exceed Cost identified in the Cost Summary  
section of Offeror Proposals. In this method, the lowest cost proposed will receive the Maximum Available Cost Points.  
 
The number of points assigned to the cost evaluation will be prorated, with the lowest accepted cost proposal given the maximum 
available points possible for this criterion.  Other acceptable cost proposals will be scored as the ratio of the lowest price proposal 
to the proposal being scored, multiplied by the maximum available points possible for this criterion.  
 
An example for calculating cost points, where Maximum Available Cost Points Value = 60 points, is the scenario where Offero r  
X has proposed a cost of $100.00. Offeror Y has proposed a cost of $110.00 and Offeror Z has proposed a cost of $120.00. 
Offeror X, having the lowest cost, would get the maximum available 60 cost points. Offeror Y’s cost points would be cal cul ated  
as $100.00 (Offeror X’s cost) divided by $110.00 (Offeror Y’s cost) equals 0.909 times 60 maximum points, or a total of 54.5 
points. Offeror Z’s cost points would be calculated as $100.00 (Offeror X’s cost) divided by $120.00 (Offeror Z’s cost) equals 
0.833 times 60 maximum available points, or a total of 50 points.  
 

Cost Score:      
 
MBE PROPOSAL POINTS.  In the Evaluation Scoring Formula of the RFP, the Offeror(s) who identifies one or more qualified 
Ohio certified MBE subcontractor(s) will receive the portion of the points as outlined below. Offerors who do not identify a 
percentage to be set aside for Ohio certified MBE subcontractor(s) or do not identify one or more Ohio certified MBE 
subcontractor(s) will receive zero points. 
 
MBE PARTICIPATION COST POINTS. If the Offeror chooses to participate and offer MBE participation, the following chart 
details the participation ranges and values that would be awarded its offer.   
 

MBE Participation Value Range 
Percentage of Work Offered Percentage of MBE Points Available 

Less than 1% 0% 
1% - 5% 20% 
6% - 10% 40% 
11% - 14% 60% 
15% - 24% 80% 

25% or greater 100% 
 
 
FINAL STAGES OF EVALUATION. The Offeror with the highest point total from all phases of the evaluation (Technical Points + 
Cost Points) will be recommended for the next phase of the evaluation. 
  
 
Technical Score:                     +  Cost Score:                  + MBE Score (if applicable)                    =  Total Score:     
 
 
If DAS finds that one or more Proposals should be given further consideration, DAS may select one or more of the highest-
ranking Proposals to move to the next phase.  DAS may alternatively choose to bypass any or all subsequent phases and make 
an award based solely on the proposal evaluation phase. 
 
REJECTION OF PROPOSALS.  DAS may reject any Proposal that is not in the required format, does not address all the 
requirements of this RFP, or that DAS believes is excessive in price or otherwise not in its interests to consider or to accept.  In  
addition, DAS may cancel this RFP, reject all the Proposals, and seek to do the Project through a new RFP or by other means. 
 
DISCLOSURE OF PROPOSAL CONTENTS.  DAS will seek to open the Proposals in a manner that avoids disclosing their 
contents.  Additionally, DAS will seek to keep the contents of all Proposals confidential until the Contract is awarded.  DAS wi l l  
prepare a registry of Proposals containing the name and address of each Offeror.  That registry will be open for public 
inspection after the Proposals are opened. 
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PART FIVE: AWARD OF THE CONTRACT 

 
CONTRACT AWARD.  DAS plans to award the Contract based on the schedule in the RFP, if DAS decides the Project is in th e 
best interests of the State and has not changed the award date. 
 
The signature page for the Contract is included as Attachment Four of this RFP.  In order for an Offeror’s Pro p o sal  to  remai n  
under active consideration, the Offeror must sign, the two (2) copies enclosed, in blue ink and return the sig n ed  Co n trac ts to  
DAS with its response.  Submittal of a signed Contract does not imply that an Offeror will be awarded the Contract.  In awarding 
the Contract, DAS will issue an award letter to the selected Contractor.  The Contract will not be binding on DAS unti l  th e d ul y  
authorized representative of DAS signs both copies and returns one (1) to the Contractor, the Agency issues a purchase order , 
and all other prerequisites identified in the Contract have occurred. 
 
DAS expects the Contractor to commence work upon receipt of a state issued purchase order.  If DAS awards a Contract 
pursuant to this RFP and the Contractor is unable or unwilling to commence the work, DAS reserves the right to cancel the 
Contract and return to the original RFP process and evaluate any remaining Offeror Proposals reasonably susceptible of bei n g  
selected for award of the Contract.  The evaluation process will resume with the next highest ranking, viable Proposal. 
 
CONTRACT.  If this RFP results in a Contract award, the Contract will consist of this RFP including all attachments, written 
addenda to this RFP, the Contractor’s accepted Proposal and written authorized addenda to the Contractor’s Proposal .  I t  wi l l  
also include any materials incorporated by reference in the above documents and any purchase orders and change orders 
issued under the Contract.  The general terms and conditions for the Contract are contained in Attachment Three o f th i s  RFP.  
If there are conflicting provisions between the documents that make up the Contract, the order of precedence for the documents 
is as follows: 
 
1. This RFP, as amended; 
2. The documents and materials incorporated by reference in the RFP; 
3. The Offeror’s proposal, as amended, clarified, and accepted by DAS; and 
4. The documents and materials incorporated by reference in the Offeror’s Proposal. 
 
Notwithstanding the order listed above, change orders and amendments issued after the Contract is executed may  exp ress l y  
change the provisions of the Contract.  If they do so expressly, then the most recent of them will take precedence over anything 
else that is part of the Contract. 
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ATTACHMENT ONE:  WORK REQUIREMENTS AND SPECIAL PROVISIONS 

PART ONE:  WORK REQUIREMENTS 
 
 
This attachment describes the Project and what the Contractor must do to complete the Project satisfactorily.  It also descr i bes  
what the Offeror must deliver as part of the completed Project (the "Deliverables"), and it gives a detailed description of the 
Project’s schedule. 
 
l. SCOPE OF WORK.  

A. Assist Agency counsel in investigating or responding to allegations of fraud and other financial crimes , i n c lud ing  but 
not limited to: 
a. Accounting Malfeasance 
b. Breach of Contract 
c. Breach of Duty 
d. Conspiracy 
e. Conversion, Unjust Enrichment 
f. Embezzlement 
g. Fraud, Theft, Employee Dishonesty 
h. Money Laundering 
i. Wire Fraud 
j. Securities Fraud and similar securities-based crimes 
k. Engaging in a Pattern of Corrupt Activity 

 
B. Provide and deliver investigative services on new or existing cases regarding: 

a. Scheduling, reviewing, and analyzing bank and financial records to determine sources and uses of fun d s  i n  an d  
through numerous financial accounts (e.g. securities/brokerage/investment/credit card) accounts mai n tai n ed by  
various individuals and/or companies 

b. Calculating and quantifying losses and economic damages 
c. Determine cause of loss 
d. Conduct business valuation 
e. Audit financial information and records 
f. Identify internal or external operatives 
g. Asset searches and uncover hidden assets, including assets purchased with unlawful proceeds. 
h. Record & data reconstruction 
i. Corporate governance (The Sarbanes-Oxley Act/Public Company Accounting Reform and Investor Protection Ac t 

of 2002) 
 
C. Provide and deliver investigation & pre-trial assistance services: 

a. Gather facts, interview witness, and obtain relevant data 
b. Consolidating all financial and economic data into concise evidence 
c. Evaluating strengths and weaknesses of data 
d. Identifying merits of the cases 
e. Create a strategy for providing litigation support 
f. Prepare preliminary, case status, and final reports 
g. Recommend controls and procedures to reduce and eliminate risk of economic loss 
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D. Provide and deliver trial preparation & expert witness testimony services: 
a. Prepare questions for deposition or sworn statement under oath 
b. Professionally prepare exhibits for use at trial, mediation, or any type of dispute resolution, includ in g sett l emen t 

negotiations 
c. Analyzing depositions, interrogations, and related data 
d. Prepare for cross-examination and rebuttal of other party’s evidence 
e. Provide and deliver clear expert witness testimony 
f. Evaluating the credibility and accuracy of opposing expert testimony reports, data, and trial related documents 
g. Anticipate and rebut opposing arguments 
h. Prepare a trial workbook documenting case and exhibits 
i. When requested, attend depositions, hearings, or trials 
j. Give testimony under oath and defend positions and reports created by the Bidder in deposit ion s, h ear i n gs , o r  

trials 
k. Clearly communicate case position 
l. Provide expert opinion reports and financial analysis for all financial accounts and related scheduled 
m. Prepare sources and uses of funds reports 

 
E. Respond to any requests within twenty-four hours, provide requested services in a timely manner, and be resp o n s ive 

and cognizant of the nature of these requests. Any delays in the process could be a risk to any investigation. 
 
F. Provide software, document imaging, analysis, and storage from subcontracted vendors  

 
G. Utilize junior level accountants and associates when available and appropriate with oversight from a senior accountant 

on cases assigned. 
 

H. Discuss and memorialize the specific scope of work, process and reporting for each case, prior to work starting, to 
ensure the absence of conflict with parties related to the investigation.  Scope limitations may exist based on the 
availability of financial documents or restricted investigative procedures in place that may modify or limit the Contractor 
in performing its duties.  An estimate shall be submitted to the Division for the specific work that will be comp l eted  fo r  
each case.  No work shall commence until approval of the estimate has been provided by the Division.     
 

I. Maintain confidentiality of investigative records, documents, information, and work product, including the specific 
scope of work for each case, which are considered confidential law enforcement investigatory records pursuant to 
O.R.C. 1707.12(F) and prohibited from disclosure pursuant to R.C. 1707.12(C). Contractor shall demonstrate the 
ability to maintain strict confidentiality for information, documents, records, and work product in cases for which 
services are provided.  
 

J. Provide training and related materials to Division staff on accounting principles, investigative processes , an d  rel ated  
subject matter to increase accounting knowledge base of Division staff. 

 
CONTRACTOR RESPONSIBILITIES.  The Contractor must meet all RFP requirements and perform Work as defined in the 
Scope of Work. 
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ATTACHMENT ONE:  WORK REQUIREMENTS AND SPECIAL PROVISIONS 

PART TWO:  SPECIAL PROVISIONS 
 
THE OFFEROR’S FEE STRUCTURE.  The Contractor will be paid as proposed on the Cost Summary Form after the Agency 
approves the receipt of product(s) and continued completion of all deliverables. 
 
REIMBURSABLE EXPENSES. Costs/Expenses Associated with Delivery or Postage (Delivery and Postage are reimbursed at 
cost). 
 
 
BILL TO ADDRESS. 
Ohio Department of Commerce 
Attn: Accounting 
6606 Tussing Road 
Reynoldsburg, OH 43068 
 
 
EMBEDDED SHELTERED SOLICITATION: 
 
BACKGROUND.  The State is committed to making more State contracts and opportunities available to minority business 
enterprises (MBE) certified by the Ohio Department of Administrative Services pursuant to Section 123.151 of the Ohio Revised 
Code and Rule 123:2-15-01 of the Ohio Administrative Code.  This RFP contains a sheltered solicitation requirement which 
encourages OFFEROR to seek and set aside a portion of the Work to be exclusively performed by Ohio certified MBE 
businesses.  For more information regarding Ohio MBE certification requirements, including a list of Ohio certified MBE 
businesses, please visit the DAS Equal Opportunity Division web site at: 
 

http://das.ohio.gov/Divisions/Equal-Opportunity 
 
SHELTERED SOLICITATION.  In seeking solicitations from Ohio certified MBE subcontractors, the Offeror must:   
  

• Utilize a competitive process to which only Ohio certified MBEs may respond; 
• Have established criteria by which prospective Ohio MBEs will be evaluated including business ability and specific 

experience related to the Work requirements; and, 
• Require the Ohio certified MBE maintain a valid certification throughout the term of the Contract, including any 

renewals. 
 
MBE SUBCONTRACTOR PLAN.  Offeror’s Proposal must include an Ohio certified MBE subcontractor plan (Plan).  The Pl an  
must (a) state the specific percentage of the cost of the Work that it will set aside for Ohio certified MBE subcontractors o nl y; 
(b) include a description of a competitive process used  for  th e selec ti on o f Ohio cer t if ied MBE subco ntractors  to which 
only Ohio certified MBEs responded; and (c) identification of proposed portions of the Work to be performed by Ohio cer t i f i ed  
MBE subcontractors.  
 
SCORING.  In the Evaluation Scoring Formula of the RFP, the Offeror who identifies one or more qualified Ohio cert i f i ed  MBE 
subcontractor and has the highest percentage of its cost proposal set aside exclusively for identified Ohio certified MBE 
subcontractors’ Work will receive the maximum number of points set forth in the RFP.  The remaining Offerors will receive a 
percentage of the maximum points allowed.  Offerors who do not identify a percentage to be set aside for Oh i o  cer t i f i ed  MBE 
subcontractors or do not identify one or more Ohio certified MBE subcontractor will receive zero points.   
 
TRACKING.  Offeror shall indicate on all invoices submitted to the Agency the dollar amount attributed to the Work provided by  
the selected Ohio certified MBE subcontractors along with documentation of the Ohio certified MBE subcontractor’s ac ti v i t ies . 
Offeror shall report all Ohio certified MBE subcontractor payments under this Contract monthly to the Agency. Compliance wi th  
Offeror’s proposed cost set-aside percentage is a term of this contract and failure to attain the proposed percentage by the 
expiration of the contract may result in the Offeror being found in breach of contract.  
 
 
 

http://das.ohio.gov/Divisions/Equal-Opportunity
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REMEDIES: 
 
MODIFICATION OR WAIVER.  Offeror may apply in writing to the Agency, on a form prescribed by DAS, for a waiver or 
modification of its proposed MBE set-aside cost percentage. However, no modification or waiver request may be submitted 
before at least thirty percent (30%) of the Work is completed or after eighty percent (80%) of the work is completed.  Offeror 
shall submit evidence acceptable to Agency demonstrating that Offeror made a good faith effort to seek Ohio certified MBE 
subcontractors, in order to justify the granting of a waiver or modification.  Within 30 days of receipt of the request, Agen cy  wi l l  
determine whether Offeror’s good faith efforts and submitted documentation justify the granting of a waiver or modification.  I f  a 
waiver or modification is denied, Offeror will have an opportunity to attain the percentage before the comp l eti o n  o f th e wo rk .  
Compliance with any modified cost set-aside percentage is a term of this contract and failure to attain the percentage by the 
expiration of the contract may result in the Offeror being found in breach of contract.  
 
FEE AT RISK.  Compliance with Offeror’s MBE set-aside cost percentage is a term of this contract.  Contractor agrees to place 
its payment at risk in an amount equal to 10% of the MBE set aside cost percentage amount, to be deducted from each invoi ce 
throughout the duration of the Contract, until the 10% is met, for failure to attain the MBE set-aside percentage by the end of 
each Contract term. The total MBE spend will be reconciled with the amount held at risk at the end of each term. 
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ATTACHMENT TWO: REQUIREMENTS FOR PROPOSALS 
 

PROPOSAL FORMAT.  Each Proposal must include sufficient data to allow the State to verify the total cost for the Projec t an d  
all of the Offeror's claims of meeting the RFP's requirements.  Each Proposal must respond to every request for informati o n  i n  
this attachment whether the request requires a simple "yes" or "no" or requires a detailed explanation.  Simply repeating the 
RFP's requirement and agreeing to comply will be an unacceptable response and may cause the Proposal to be rejected. 
 
These instructions describe the required format for a responsive Proposal.  The Offeror may include any additional informati o n 
it believes is relevant.  An identifiable tab sheet must precede each section of a Proposal, and each Proposal must follow the 
format outlined below.  All pages, except pre-printed technical inserts, must be sequentially numbered.  Any material dev i ati o n  
from the format outlined below may result in a rejection of the non-conforming Proposal. 
 
Each Proposal must contain the following information, in order, with tabbed sections as listed below: 
 
1. Cover Letter and Mandatory Requirements 
2. Certification 
3. Signed Contracts 
4. Offeror Profile and Prior Projects 
5. Offeror References 
6. Staffing Plan  
7. Personnel Profile Summary 
8. Work Plan 
9. Support Requirements 
10. Conflict of Interest Statement 
11. Assumptions 
12. Proof of Insurance 
13. Payment Address 
14. Contract Performance 
15. W-9 Form and Supplier Registration 
16. Affirmative Action Plan 
17. Prohibition of the Expenditure of Public Funds for Offshore Services 
18. Cost Summary Form 
19. Supplement S Response – State Information Security and Privacy Requirements, State Data Handling Requirements 
 
REQUIREMENTS: 
 
1. Cover Letter.  The cover letter must be in the form of a standard business letter and must be signed by an individual 

authorized to legally bind the Offeror.  The cover letter will provide an executive summary of the solution the Offeror  p l an s 
to provide.  The letter must also have the following: 
 
a. A statement regarding the Offeror’s legal structure (e.g., an Ohio corporation), Federal tax identification n umber , an d  

principal place of business. 
b. A list of the people who prepared the Proposal, including their titles. 
c. The name, phone number, fax number, e-mail address, and mailing address of a contact person who has author ity  to  

answer questions regarding the Proposal. 
d. A list of all subcontractors, if any, that the Offeror will use on the Project if the Offeror is selected to do the Work. 
e. For each proposed subcontractor, the Offeror must attach a letter from the subcontractor, signed by someone 

authorized to legally bind the subcontractor, with the following included in the letter: 
 
1) The subcontractor's legal status, tax identification number, and principal place of business address. 
2) The name, phone number, fax number, e-mail address, and mailing address of a person who is authorized to 

legally bind the subcontractor to contractual obligations. 
3) A description of the work the subcontractor will do. 
4) A commitment to do the work if the Offeror is selected. 
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5) A statement that the subcontractor has read and understood the RFP and will comply with the requirements of the 
RFP. 

6) A statement that the Subcontractor will maintain any permits, licenses, and certifications required to perform work. 
f. A statement that the Offeror’s proposed solution for the Project meets all the requirements of this RFP. 
g. A statement that the Offeror has not taken any exception to the Terms and Conditions. 
h. A statement that the Offeror does not assume there will be an opportunity to negotiate any aspect of the proposal. 
i. A statement indicating the Offeror will comply with all Federal and Ohio (Ohio Revised Code) Laws an d  Rul es  o f th e 

Ohio Administrative Code as those law and rules are currently enacted and promulgated, and as they may 
subsequently be amended and adopted. 

j. A statement that the Contractor shall not substitute, at Project start-up, different personnel from those evaluated by th e 
State except when a candidate’s unavailability is no fault of the Contractor (e.g., Candidate is no longer emp l o yed by  
the Contractor, is deceased, etc.). 

k. A statement that the Offeror is not now, and will not become subject to an “unresolved” finding for recovery under 
Revised Code Section 9.24, prior to the award of a Contract arising out of this RFP, without notifying DAS of such 
finding. 

l. A statement that all the Offerors personal and business associates are in compliance with Chapter 3517 of the 
Revised Code regarding limitations on political contributions and will remain in compliance for the duration of the 
Contract and with all applicable provisions that extend beyond the expiration of the Contract.  Refer to the Political 
Contributions paragraph in Attachment Three, Part Seven of this RFP document. 

m. All contractors from whom the State or any of its political subdivisions make purchases in excess of $2500.00 shall 
have a written affirmative action program for the employment and effective utilization of economically disadvantag ed  
persons, as referred to in division (E)(1) of section 122.71 of the Revised Code. Annually, each such contrac to r  sh all  
file a description of the affirmative action program and a progress report on its implementation with the Equal 
Employment Opportunity office of the Department of Administrative Services.  Provide a statement that the Offeror has  
been approved through this affirmative action program.  Refer to the Affirmative Action paragraph in Attach men t Two  
and to the Equal Employment Opportunity paragraph in Attachment Three, Part Seven of this RFP. 

n. Registration with the Secretary of State.  By the signature affixed to this Offer, the Offeror attests that the Offeror is: 
1) An Ohio corporation that is properly registered with the Ohio Secretary of State; or 
2) A foreign corporation, not incorporated under the laws of the State of Ohio, but is registered with the Ohio 

Secretary of State pursuant to Ohio Revised Code Sections 1703.01 to 1703.31, as applicable. 
Any foreign corporation required to be licensed under Sections 1703.01 to 1703.31 of the Ohio Revised Co d e, wh i ch 
transacts business in the State of Ohio, without being so licensed, or when its license has expired or been  can cel ed , 
shall forfeit not less than $250 nor more than ten thousand dollars.  No officer of a foreign corporation shal l  tran sac t 
business in the State of Ohio, if such corporation is required by Section 1703.01 to 1703.31 of the Revised Code to 
procure and maintain a license, but has not done so.  Whoever violates this is guilty of a misdemean o r  o f th e fo ur th  
degree. 
 
Offeror attests that it is registered with the Ohio Secretary of State.  
 
The Offeror’s Charter Number is:   ________________________.  
 
Questions regarding registration should be directed to (614) 466-3910 or visit the Web site at: 
 http://www.sos.state.oh.us 

 
All Offerors who seek to be considered for a contract award must submit a response that contains an affirmative statemen t 
using the language in paragraph(s) a. through n. above. 

 
Responses to all Mandatory Requirements from Table 1 must be included in this section (Tab 1). 

 
2. Certification.  Each Proposal must include the following certification signed by the individual Offeror.  
 
 (Insert Company name) affirms they are the prime Offeror.  
 

(Insert Company name) affirms it shall not and shall not allow others to perform work or take data outside the United States  
without express written authorization from DAS. 

 
(Insert Company name) affirms that all personnel provided for the Project, who are not United States citizens, will have 
executed a valid I-9 form and presented valid employment authorization documents. 
 

http://www.sos.state.oh.us/
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(Insert Company name) affirms that any small business program participants will provide necessary data to ensure 
program reporting and compliance. 
 
(Insert Company name) agrees that it is a separate and independent enterprise from the State of Ohio, the Agency, and 
the Department of Administrative Services.  (Insert Company name) has a full opportunity to find other business and has  
made an investment in its business.  Moreover (Insert Company name) will retain sole and absolute discretion in the 
judgment of the manner and means of carrying out its obligations and activities under the Contract.  This Contract is not to  
be construed as creating any joint employment relationship between (Insert Company name) or any of the personnel 
provided by (Insert Company name), the Agency, or the Department of Administrative Services.   
 
(Insert Company name) affirms that the individuals supplied under the Contract are either: (1) employees of (Insert 
Company name) with (Insert Company name) withholding all appropriate taxes, deductions, or contributions required under 
law; or (2) independent contractors to (Insert Company name).   
 
If the Offeror’s personnel are independent Contractors to the Offeror, the certification must also contain the following 
sentence: 
 
(Insert Company name) affirms that it has obtained a written acknowledgement from its independent Contractors that th ey  
are separate and independent enterprises from the State of Ohio and the Department of Administrative Serv i ces  an d  th e 
Agency for all purposes including the application of the Fair Labor Standards Act, Social Security Act, Federal 
Unemployment Tax Act, Federal Insurance Contributions Act, the provisions of the Internal Revenue Code, Oh i o  tax  l aw, 
worker’s compensation law and unemployment insurance law. 

 
If the Offeror qualifies as a Veteran Friendly Business Enterprise as defined by ORC 9.318 and OAC 123:5-1-01 (KK),  the 
certification must also contain the following sentence: 
 
(Insert Company name) affirms that they are certified as a Veteran Friendly Business Enterprise as defined by Ohio 
Revised Code 9.318 and Ohio Administrative Code 123:5-1-01(KK). 

 
3. Signed Contracts.  The Offeror must provide two (2) originally signed, blue ink copies of the included Contract, Attachmen t 

Four.  Offeror must complete, sign and date both copies of the Contract and include it with their Proposal.  (Attachment 
Four). 

 
4. Offeror Profile and Prior Projects.  Each Proposal must include a profile of the Offeror’s capability, capacity, an d  rel evan t 

experience working on projects similar to this Work.  The profile must also include the Offeror’s legal name; address; 
telephone number; fax number; e-mail address; home office location; date established; ownership (such as public firm, 
partnership, or subsidiary); firm leadership (such as corporate officers or partners); number of employees; number of 
employees engaged in tasks directly related to the Work; and any other background information that will help the State 
gauge the ability of the Offeror to fulfill the obligations of the Contract.  The financial stability of the company should also be 
described and is considered a necessary component of this portion of the Proposal’s response.  This RFP includes Offero r  
Profile Summary Form as Attachment Five A which must be completed for the Offeror.  The Offeror must use this form an d  
fill it out completely to provide the Offeror requirement information. 
 
The Offeror shall also provide information on the firm’s background as well as evidence that it has in place the perso n n el, 
internal procedures, and any other resources required under the terms of the Contract to ensure successful p er fo rman ce 
and contract compliance.  Offerors must describe current operational capacity of the organization and the Offeror’s  abi l i ty  
to absorb the additional workload resulting from this Project.  Failure to recreate the form accurately to include all fields, 
may lead to the rejection of the Offeror’s Proposal.  
 
The Offeror must document previous experience and expertise by providing a minimum of three (3) previous projects, 
similar in size and complexity, in the previous five (5) years.  These projects must be of similar size, scope, and nature.  
Details of the similarities must be included.  Attachment Five B, C, and D must be filled out completely for each of the three 
(3) projects provided.  The Offeror must use these forms and fill them out completely to provide the Offeror requirement 
information.  Failure to recreate the form accurately to include all fields, may lead to the rejection of the Offeror’s Proposal.  
 
 

5. Offeror References.  The Offeror must include a minimum of three (3) references for organizations and/or clients for wh o m 
the Offeror has successfully provided services on projects that were similar in their nature, size, and s co p e to  th e W o rk .  
These references must relate to work that was completed within the past five (5) years.  This RFP includes an Offeror 
Reference Form as Attachment Six.  Failure to recreate the form accurately may lead to the rejection of the Offeror’s 
Proposal. 
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The State does not assume that since the experience requirement is provided at the top of the page that all descriptions on 
that page relate to that requirement.  Offerors must reiterate the experience being described, including the capacity in  
which the experience was performed and the role of the Offeror on the Project.  It is the Offeror’s responsibility to 
customize the description to clearly substantiate the qualification.  Previous experience must include the conduct, 
management, and coordination of projects.  Incumbents must ensure specifics are addressed.  Evaluations will not be 
based on intrinsic knowledge of evaluation committee members. 
 
The description of the related service shows the Offeror’s experience, capability, and capacity to develop this Project’s 
deliverables and/or to achieve this Project’s milestones.  Details such as the size of the contracting organizations, durati o n 
of involvement, level of responsibility, significant accomplishments, as well as a thorough description of th e n ature o f th e 
experience will be required for appropriate evaluation by the committee. 
a. Contact Information.  The contact name, title, phone number, e-mail address, company name, and mailing address 

must be completely filled out.  If the primary contact cannot be reached, the same information must be included fo r  an  
alternate contact in lieu of the primary contact.  Failure to provide requested contact information may result in the State 
not including the reference in the evaluation process. 

b. Project Name.  The name of the project where the mandatory experience was obtained and/or service was provided. 
c. Dates of Experience.  Must be completed to show the length of time the Offeror performed the experience being 

described, not the length of time the Offeror was engaged for the reference.  The Offeror must complete these dates 
with a beginning month and year and an ending month and year. 

d. Description of the Related Service Provided.  The State does not assume that since the experience requirement is 
provided at the top of the page that all descriptions on that page relate to that requirement.  Offerors must reiterate th e 
experience being described, including the capacity in which the experience was performed and the role of the O ffero r  
on the Project.  It is the Offeror’s responsibility to customize the description to clearly substantiate the qualification. 

e. Description of how the related service shows the Offeror’s experience, capability, and capacity to develop this Project’s 
deliverables and/or to achieve this Project’s milestones. 

f. The Offeror’s project experience must be listed separately and completely every time it is referenced, regardless of 
whether it is on the same or different pages of the form. 

 
When contacted, each reference must be willing to discuss the Offeror’s previous performance on projects that were similar 
in their nature, size, and scope to the Work. 
 

6. Staffing Plan.  The Offeror must provide a staffing plan that identifies all key personnel required to do the Project and th ei r  
responsibilities on the Project.  The State is seeking a staffing plan that matches the proposed Project personnel and 
qualifications to the activities and tasks that will be completed on the Project.  In addition, the plan must have the followi n g 
information: 
a. A matrix matching each key team member to the staffing requirements in this RFP. 
b. A contingency plan that shows the ability to add more staff if needed to ensure meeting the Project's due date(s). 
c. A discussion of the Offeror’s ability to provide qualified replacement personnel. 
d. The Offeror must submit a statement and chart that clearly indicate the time commitment of the proposed wo rk team, 

including the Project Manager, to the Project and any other, non-related work during the term of the Contract.  The 
Offeror must also include a statement indicating to what extent, if any, the Project Manager may be used on other 
projects during the term of the Contract.  The evaluation committee may reject any Proposal that commits the 
proposed Project Manager to other work during the term of the Contract if the evaluation committee believes that 
doing so will be detrimental to the Offeror’s performance. 

 
7. Personnel Profile Summary.  This RFP includes Offeror Candidate Forms as Attachments Seven A, B and C.  The O ffero r  

must use these forms and fill them out completely for each key candidate referenced.  The forms must be completed usin g  
typewritten or electronic means.  The forms may be recreated electronically, but all fields and formats must be retained.  
Failure to recreate the forms accurately may lead to the rejection of the Offeror’s Proposal. 
 
All candidate requirements must be provided using the Offeror Candidate Forms (See Attachments Seven A, B and C.)  
The various sections of the form are described below: 
 
a. Candidate References.  If fewer than three (3) projects are provided, the Offeror must include information as to why 

fewer than three (3) projects were provided.  The State may disqualify the proposal if fewer than three (3) projects  are 
given.  (Refer to Attachment Seven A.) 
For each reference the following information must be provided: 
1) Candidate’s Name. 
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2) Contact Information. The contact name, title, phone number, e-mail address, company name, and mailing address 
must be completely filled out.  If the primary contact can not be reached, the same information must be i n c l ud ed  
for an alternate contact in lieu of the primary contact.  Failure to provide requested contact information may resul t 
in the State not including the reference experience in the evaluation process. 

3) Dates of Experience. Must be completed to show the length of time the candidate performed the technical 
experience being described, not the length of time the candidate worked for the company.  The Offeror must 
complete these dates with a beginning month and year and an ending month and year. 

4) Description of the Related Service Provided. The State does not assume that since the technical req ui remen t i s  
provided at the top of the page that all descriptions on that page relate to that requirement.  Contractors must 
reiterate the technical experience being described, including the capacity in which the experience was perfo rmed  
and the role of the candidate in the reference project as it relates to this RFP Project.  It is the Contractors’ 
responsibility to customize the description to clearly substantiate the candidate’s qualification. 

b. Education and Training. This section must be completed to list the education and training of the proposed candid ates  
and will demonstrate, in detail, the proposed candidate’s ability to properly execute the Contract based on the 
relevance of the education and training to the requirements of the RFP.  Must include copies of any pertinent licen ses 
and or certificates.  (Refer to Attachment Seven B.) 

c. Required Experience and Qualifications. This section must be completed to show how the candidate meets the 
required experience requirements.  If any candidate does not meet the required requirements for the position the 
candidate has been proposed to fill, the Offeror's Proposal may be rejected as non-responsive.  (Refer to Attach men t 
Seven C.) 

The candidate’s project experience must be listed separately and completely every time it is referenced, regardless of 
whether it is on the same or different pages of the form. 

One of the criteria on which the State may base the award of the Contract is the quality of the Offeror’s Work Team.  
Switching personnel after the award will not be accepted without due consideration.  The Offeror must propose a Work 
Team that collectively meets all the requirements in this RFP.  Additionally, each team member may have mandatory 
requirements listed in this RFP that the team member must individually meet.  All candidates proposed must meet the 
technical experience for the candidate’s position and be named. 
 

8. Work Plan.  Offeror must fully describe its current capacity, approach, methods, and specific work steps for doing the Work 
on this Project.  The State encourages responses that demonstrate a thorough understanding of the nature of th e Pro j ec t 
and what the Contractor must do to complete the Project satisfactorily.  To this end, the Offeror must submit for this section 
of the Proposal the Project plan that will be used to create a consistent, coherent management plan of acti o n  th at wi l l  be 
used to guide the Project.  The Project plan should include detail sufficient to give the State an understanding of the 
Offeror’s knowledge and approach, including Gantt charts documenting the successful completion of all of the deliverabl es  
to complete the Project. 
 
The Work Plan must demonstrate an understanding of the requirements of the project as described in Attachment One Part 
One Work Requirements.  Describe the methodologies, processes, and procedures it will utilize in the implementation an d  
production of the Scope of Work.  Provide a comprehensive Work Plan that gives ample description and detail as to ho w i t 
proposes to accomplish this project and what resources are necessary to meet the deliverables.   
 
The State seeks insightful responses that describe proven state-of-the-art methods.  Recommended solutions should 
demonstrate that the Offeror would be prepared to immediately undertake and successfully complete the required tasks.  
The Offeror’s Work Plan should clearly and specifically identify key personnel assignments.  (NOTE: The staffing plan 
should be consistent with the Work plans). 
 
Additionally, the Offeror should address potential problem areas, recommended solutions to the problem areas , an d  an y  
assumptions used in developing those solutions. 
 

9. Support Requirements.  The Offeror must describe the support it wants from the State other than what the State has 
offered in this RFP.  Specifically, the Offeror should address the following: 
a. Nature and extent of State support required in terms of staff roles, percentage of time available, etc.; 
b. Assistance from State staff and the experience/qualification level required; and 
c. Other support requirements. 
The State may not be able or willing to provide the additional support the Offeror lists in this part of its Proposal.  The 
Offeror must therefore indicate whether its request for additional support is a requirement for its performance.  If any part of 
the list is a requirement, the State may reject the Offeror’s Proposal if the State is unwilling or unable to meet the 
requirements. 
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10. Conflict of Interest Statement.  Each Proposal must include a statement indicating whether the Offeror or any p eo p l e th at 
may work on the Project through the Offeror have a possible conflict of interest (e.g., employed by the State of Oh i o , etc .)  
and, if so, the nature of that conflict.  The State has the right to reject a Proposal in which a conflict is disclosed o r  can cel  
the Contract if any interest is later discovered that could give the appearance of a conflict. 

 
11. Assumptions.  The Offeror must provide a comprehensive listing of any and all of the assumptions that were made in 

preparing the proposal.  If any assumption is unacceptable to the State, it may be cause for rejection of the Propo sal .  No  
assumptions shall be included regarding negotiation, terms and conditions, and requirements.  

 
12. Proof of Insurance.  In this section, the Offeror must provide the certificate of insurance required by the Gen eral  Terms  & 

Conditions, Attachment Three, Part Two. The policy may be written on an occurrence or claims made basis. 
 
13. Payment Address.  The Offeror must provide the address to which payments to the Offeror will be sent. 

 
14. Contract Performance.  The Offeror must complete Attachment Eight, Offeror Performance Form. 
 
15. W-9 Form and Supplier Registration.  The Offeror must complete Federal Form W-9, Request for Taxpayer Iden ti f i cati on  

Number and Certification form.  At least one (1) original (signed in blue ink) must be submitted in the “original” copy o f th e 
Proposal.  All other copies of the Proposal may contain duplicates of this form.  If a subsidiary company is involved, 
Offerors must have an original W-9 for both the parent and subsidiary companies.  In addition, the Offeror must be 
registered as a supplier with the State through the Supplier Portal. Registration can be completed or confirmed at: 
https://supplier.ohio.gov 

 
16. Affirmative Action.  Before a contract can be awarded or renewed, an Affirmative Action Program Verification Form must be 

completed using:  
 

http://das.ohio.gov/Divisions/EqualOpportunity/AffirmativeActionProgramVerification/tabid/133/Default.aspx. 
 

Approved Affirmative Action Plans can be found by going to the Equal Opportunity Department’s Web site:  
 

https://eodreporting.oit.ohio.gov/affirmative-action 
Copies of approved Affirmative Action plans shall be supplied by the Offeror as part of its Proposal or inclusion of an 
attestation to the fact that the Offeror has completed the process and is pending approval by the EOD office. 

 
17. Offshore Services.  The Contractor must complete the Contractor/Subcontractor Affirmation and Disclosure form affi rmi n g  

the Contractor understands and will meet the requirements of the above prohibition.  During the performance of this 
Contract, the Contractor must not change the location(s) disclosed on the Affirmation and Disclosure Form, unl ess  a d ul y  
signed waiver from the State has been attained to perform the services outside the United States. 

 
18. Cost Summary Form.  The Cost Summary Form (Attachment Nine) must be submitted with the Offeror’s Proposal.  The 

Offeror’s total cost for the entire Project must be represented as the firm fixed price, for a not-to-exceed fiscal year cost.  
Offerors shall provide a comprehensive cost analysis; this cost must include all ancillary costs.  All costs for furnishing  th e 
services must be included in the Cost Proposals as requested.  No mention of or reference to, the Cost Proposals  may  be 
made in responses to the general, technical, performance, or support requirements of this RFP. 
  
All prices, costs, and conditions outlined in the proposal shall remain fixed and valid for acceptance for 120 days , s tar t i n g  
on the due date for proposals.  The awarded contractor must hold the accepted prices and/or costs for the initial term of the 
contract.  No price change shall be effective without prior written consent from DAS, OPS. 
 
NOTE:  Offeror’s should ensure Cost Proposals are submitted separately from the Technical Proposals, as i n d i cated  th e 
Proposal Submittal paragraph of this RFP (see Part Three).  This information should not be included in the Technical 
Proposal. 

The State shall not be liable for any costs the Offeror does not identify in its Proposal. 
 

19. Supplement S Response – State Information Security and Privacy Requirements, State Data Handling Requirements. 
Offerors must include a fully completed copy of Supplement 3 in this section of their proposal.  Offerors must follow the 
completion instructions contained in the supplement when preparing their response.  When responding, O ffero rs  sh oul d 
note the redaction process described in the RFP section entitled “Proposal Submittal.” This section is l o cated  wi th i n th e 
General Instructions (Part Three) of the RFP. 
 

 

https://supplier.ohio.gov/wps/portal/sp/suppliers/home-anon/!ut/p/z1/hY6xDoIwEIafhaGrvYgQdGscBBUMk9jFlARLTaFNWzC-vTXESYm33X_f_-UwxRWmPRsFZ06onkm_X2h8BZJl6TqB4nQoQyh36bLY5lEY5yt8_gfQ93lmCPg-nZAZQxx9gHnHHlMuVT29S_o6TDimprk1pjGLwfi4dU7bDQIEdtBaCp-rVqgFVyOCh7YIuqdWxjHpCf1L0yrrcPXVxrqr4B7J8UiC4AX6HT63/dz/d5/L2dBISEvZ0FBIS9nQSEh/
http://das.ohio.gov/Divisions/EqualOpportunity/AffirmativeActionProgramVerification/tabid/133/Default.aspx
https://eodreporting.oit.ohio.gov/affirmative-action
https://procure.ohio.gov/pdf/Affirmation_Disclosure_Form_2019v1.pdf
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ATTACHMENT THREE:  GENERAL TERMS AND CONDITIONS 
PART ONE:  PERFORMANCE AND PAYMENT 

 
STATEMENT OF WORK.  The RFP and the Offeror's Proposal (collectively referred to as the "RFP") are a part of this Contrac t 
and describe the Work (the "Project") the Contractor will do and any materials the Contractor will deliver (the "Deliverables") 
under this Contract.  The Contractor will do the Project in a professional, timely, and efficient manner and will provide the 
Deliverables in a proper fashion.  The Contractor will also furnish its own support staff necessary for the satisfactory 
performance of the Project. 
 
The Contractor will consult with the appropriate State representatives and others necessary to ensure a thorough 
understanding of the Project and satisfactory performance.  The State may give instructions to or make requests of the 
Contractor relating to the Project.  The Contractor will comply with those instructions and fulfill those requests  i n  a t i mel y  an d  
professional manner.  Those instructions and requests will be for the sole purpose of ensuring satisfactory  co mpl eti on o f th e 
Project and will not amend or alter the scope of the Project. 
 
TERM.  Unless this Contract is terminated, or expires without renewal, it will remain in effect until the Project is completed to the 
satisfaction of the State and the Contractor is paid.  The current General Assembly cannot commit a future General  Assembl y  
to an expenditure.  Therefore, this Contract will automatically expire at the end of each biennium.  The State however, may 
renew this Contract in the next biennium by issuing written notice to the Contractor of the decision to do so.  This expiration and 
renewal procedure will also apply to the end of any subsequent biennium during which the Project continues.  Termi n ati o n o r  
expiration of this Contract will not limit the Contractor’s continuing obligations with respect to Deliverables that the State paid for  
before termination or limit the State’s rights in such. 
 
It is understood that the State’s funds are contingent upon the availability of lawful appropriations by the Ohio General 
Assembly.  If the General Assembly fails at any time to continue funding for the payments and other obligations due as  p ar t o f 
this Contract, the State’s obligations under this Contract are terminated as of the date that the funding expires wi th out fur th er  
obligation of the State. 
 
The Project has a completion date that is identified in the RFP.  The RFP may also have several dates for delivery of 
Deliverables or reaching certain milestones in the Project.  The Contractor must make those deliveries, meet those mileston es , 
and complete the Project within the times the RFP and the mutually agreed to Work Plan requires.  If the Contracto r  d o es  n o t 
meet those dates, the Contractor will be in default, and the State may terminate this Contract under the termination provision 
contained below.  The State may also have certain obligations to meet.  Those obligations, if any, are also listed in the RFP.  If  
the State agrees that the Contractor’s failure to meet the delivery, milestone, or completion dates in the RFP is due to the 
State’s failure to meet its own obligations in a timely fashion, then the Contractor will not be in default, and the delivery, 
milestone, and completion dates affected by the State’s failure to perform will be extended by the same amount of time as the 
State’s delay.  The Contractor may not rely on this provision unless the Contractor has in good faith exer ted  al l  p ro fess i onal  
management skill to avoid an extension and has given the State meaningful written notice of the State’s failure to meet its 
obligations within five (5) business days of the Contractor’s realization that the State’s delay will impact the Project.  The no ti ce 
to the State must be directed at making the State aware of its delay and the impact of its delay.  It must be sent to the Agency 
Project Representative and the State Procurement Representative.  Remedies resulting from the State’s delay will be at the 
State’s discretion. 
 
The State seeks a complete Project.  Any incidental items omitted in the RFP will be provided as part of the Contractor’s not-to-
exceed fixed price.  The Contractor must fully identify, describe, and document all systems that are delivered as a part of the 
Project.  All hardware, software, supplies, and other required components (such as documentation, conversion, trai n i ng, an d  
maintenance) for the Project to be complete and useful to the State are included in the Project and the not-to-exceed fixed 
price. 
 
ECONOMIC PRICE ADJUSTMENT.  The Contract prices(s) will remain firm throughout the initial term of the Contract.  
Thereafter, prior to Contract renewal, the Contractor may submit a request to adjust their price(s) to be effective on the effective 
date of the Contract’s renewal.  No price adjustment will be permitted prior to the effective date; on purchase orders that are 
already being processed; or on purchase orders that have been filled. 
 
Price increases must be supported by a general price increase in the cost of the materials/services rendered due to 
documented increases in the cost of related materials/services.  Detailed documentation, to include a comparison list of the 
Contract items and proposed price adjustments must be submitted to support the requested adjustment. Supportive 
documentation should include, but is not limited to: copies of the old and the current price lists or similar documents which 
indicate the original base cost of the product to the Contractor and the corresponding adjustment, and/or copies of 
correspondence sent by the Contractor's supplier on the supplier's letterhead, which contain the above price i n fo rmati o n an d  
explains the source of the adjusted costs in such areas as raw materials, freight, fuel or labor, etc. 
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Should there be a decrease in the cost of the finished product due to a general decline in the market or some other fac to r , th e 
Contractor is responsible to notify DAS immediately.  The price decrease adjustment will be incorporated into the Contract an d  
will be effective on all purchase orders issued after the effective date of the decrease.  If the price decrease is a temporary 
decrease, such should be noted on the invoice.  In the event that the temporary decrease is revoked, the Contract p r i c i n g wi l l  
be returned to the pricing in effect prior to the temporary decrease.  Failure to comply with this provision will be considered as  a 
default and will be subject to the Suspension and Termination section contained herein. 
 
COMPENSATION.  In consideration of the Contractor's promises and satisfactory performance, the State will pay the 
Contractor the amount(s) identified in the RFP (the "Fee"), plus any other expenses identified as reimbursable i n  th e RFP.  In  
no event will payments under this Contract exceed the “not-to-exceed” amount in the RFP without the prior, written approval o f 
the State and, when required, the Ohio Controlling Board and any other source of funding.  The Contractor's right to the Fee i s  
contingent on the complete and satisfactory performance of the Project or, in the case of milestone payments or periodic 
payments of an hourly, daily, weekly, monthly, or annual rate, all relevant parts of the Project tied to the applicable milestone o r  
period.  Payment of the Fee is also contingent on the Contractor delivering a proper invoice and any other documents requi red  
by the RFP.  
 
An invoice must comply with the State's then-current policies regarding invoices and their submission.  The State will notify  th e 
Contractor in writing within fifteen (15) business days after it receives a defective invoice of any defect and provide the 
information necessary to correct the defect. 
 
The Contractor will send all invoices under this Contract to the “bill to” address in the RFP or in the applicable purchase order. 
 
The State will pay the Contractor interest on any late payment as provided in Section 126.30 of the Ohio Revised Code (the 
"Revised Code").  If the State disputes a payment for anything covered by an invoice, within 15 business days after  recei p t o f 
that invoice, the State will notify the Contractor, in writing, stating the grounds for the dispute.  The State may th en  d ed uc t th e 
disputed amount from its payment as a non-exclusive remedy.  If, in the opinion of the State, a material breach has occurred by  
the Contractor, the State retains the right to withhold payment from the Contractor.  Both parties agree that an attempt at 
resolution of any claims or material breach or disputes will first be made jointly by the Contractor Project Manager, the 
Contractor Project Principal, the Agency Project Representative, and the State Procurement Administrator.  If, within 30 
calendar days following the above notification, the claim or dispute has not been resolved, only then will it be submitted to n o n -
binding mediation (pursuant to the rules as stipulated by the American Arbitration Association).  A claim or dispute must be 
submitted to non-binding mediation prior to the initiation of any formal legal process.  The State will consult with the Contrac to r  
as early as reasonably possible about the nature of the claim or dispute and the amount of payment affected.  When the 
Contractor has resolved the matter to the State's satisfaction, the State will pay the disputed amount within 30 business days 
after the matter is resolved.  No payments are required to be made by the State until the matter is resolved. 
 
If the State has already paid the Contractor on an invoice but later disputes the amount covered by the invoice, and if the 
Contractor fails to correct the problem within 30 calendar days after written notice, the Contractor will reimburse the State for 
that amount at the end of the 30 calendar days as a non-exclusive remedy for the State.  On written request from the 
Contractor, the State will provide reasonable assistance in determining the nature of the problem by giving the Contractor 
reasonable access to the State’s facilities and any information the State has regarding the problem. 
 
 
REIMBURSABLE EXPENSES.  The State will pay all reimbursable expenses identified in the RFP, if any, in accordance with 
the terms in the RFP and, where applicable, Section 126.31 of the Revised Code.  The Contractor will assume all expenses that 
it incurs in the performance of this Contract that are not identified as reimbursable in the RFP. 
 
In making any reimbursable expenditure, the Contractor will always comply with the more restrictive of its own, then-current 
internal policies for making such expenditures or with the State's then-current policies.  All reimbursable travel wi l l  req ui re th e 
advance written approval of the State's Agency Project Representative.  All reimbursable expenses will be billed mo n th l y  an d  
paid by the State within 30 business days of receiving the Contractor's invoice. 
 
CERTIFICATION OF FUNDS.  None of the rights, duties, or obligations in this Contract will be binding on the State, and the 
Contractor will not begin its performance, until all the following conditions have been met: 
1. All statutory provisions under ORC Section 126.07, have been met. 
2. All necessary funds are made available by the appropriate state agencies. 
3. If required, approval of this Contract is given by the Controlling Board of Ohio. 
If the State is relying on Federal or third-party funds for this Contract, the State gives the Contractor written notice that such 
funds have been made available. 
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EMPLOYMENT TAXES.  Each party will be solely responsible for reporting, withholding, and paying all employment related 
taxes, payments, and withholdings for its own personnel, including, but not limited to, Federal, state and  l o cal  i n come taxes , 
social security, unemployment or disability deductions, withholdings, and payments (together with any interest and penalties not 
disputed with the appropriate taxing authority).  All people the Contractor provides to the State under this Contract will be 
deemed employees of the Contractor for purposes of withholdings, taxes, and other deductions or contributions required un d er  
the law. 
 
SALES, USE, EXCISE, AND PROPERTY TAXES.  The State is exempt from any sales, use, excise, and property tax.  To the 
extent sales, use, excise, or any similar tax is imposed on the Contractor in connection with the Project, such wi l l  be th e so l e 
and exclusive responsibility of the Contractor.  The Contractor will pay such taxes, together with any interest and penalt i es  n ot 
disputed with the appropriate taxing authority, whether they are imposed at the time the services are rendered or at a later time. 
 
NOTICE ON THE USE OF SOCIAL SECURITY NUMBERS AS FEDERAL TAX IDENTIFICATION NUMBERS.  DAS requires 
suppliers and contractors wishing to do business with the State to provide their Federal Taxpayer Identification Number  to  th e 
Department. The Department does this so that it can perform statutorily required “responsibility” analyses on th o se sup p li ers  
and contractors doing business with the State and, under limited circumstances, for tax reporting purposes. If you are a supplier 
or contractor using your Social Security Number as your Federal Taxpayer Identification Number, please be aware that the 
information you submit is a public record, and the Department may be compelled by Ohio law to release Federal Taxpayer 
Identification Numbers as a public record. If you do not want to have your Social Security Number potentially disclosed as a 
Federal Taxpayer Identification Number, the Department encourages you to use a separate Employer Identification Number 
(EIN) obtained from the United States Internal Revenue Service’s to serve as your Federal Taxpayer Identification Number.  
 
ELECTRONIC COMMERCE PROGRAM.  The State of Ohio is an active participant in E-Commerce to include Electronic Data 
Interchange (EDI).  This program will benefit both the State and the Contractor by reducing time delays in recei v i n g i n vo ices  
and making payments that are associated with the existing manual processes.  The contractor is encouraged to mo ve to ward  
compliance with electronic commerce technologies as this will be the preferred method of doing business with the State of 
Ohio. Information regarding E-Commerce is available on the Office of Budget and Management’s website at 
https://budget.ohio.gov/StateAccounting/edi/default.aspx for additional information regarding E-Commerce. 

https://budget.ohio.gov/StateAccounting/edi/default.aspx


Index No: COM006 
 

    Page 31 
 

  
 

 
ATTACHMENT THREE:  GENERAL TERMS AND CONDITIONS 

PART TWO:  WORK & CONTRACT ADMINISTRATION 
 
RELATED CONTRACTS.  The Contractor warrants that the Contractor has not and will not enter into any contracts without 
written approval of the State to perform substantially identical services for the State such that the Project duplicates the work 
done or to be done under the other contracts. 
 
PROHIBITION OF THE EXPENDITURE OF PUBLIC FUNDS FOR OFFSHORE SERVICES.  No State Cabinet, Agency, Board 
or Commission will enter into any contract to purchase services provided outside the United States or that allows State d ata to  
be sent, taken, accessed, tested, maintained, backed-up, stored, or made available remotely outside (located) of the United 
States.   Notwithstanding any other terms of this Contract, the State reserves the right to recover any funds paid for services the 
Contractor performs outside of the United States for which it did not receive a waiver.  The State does not waive any other 
rights and remedies provided the State in the Contract. 
 
The Contractor must complete the Contractor/Subcontractor Affirmation and Disclosure form affirming the Contractor 
understands and will meet the requirements of the above prohibition.  During the performance of this Contract, the Co n trac tor  
must not change the location(s) disclosed on the Affirmation and Disclosure Form, unless a duly signed waiver fro m th e State 
has been attained to perform the services outside the United States. 
 
SUBCONTRACTING.  The Contractor may not enter into subcontracts for the Work after award without written approval from 
the State.  The Contractor will not need the State's written approval to subcontract for the purchase of commercial  g o o ds  th at 
are required for satisfactory completion of the Work.  All subcontracts will be at the sole expense of the Contractor unless 
expressly stated otherwise in the RFP. 
 
The State's approval of the use of subcontractors does not mean that the State will pay for them.  The Contractor will be so l el y  
responsible for payment of its subcontractor and any claims of subcontractors for any failure of the Contractor or any of its other  
subcontractors to meet the performance schedule or performance specifications for the Project in a timely and professional 
manner.  The Contractor will hold the State harmless for and will indemnify the State against any such claims. 
 
The Contractor will assume responsibility for all Deliverables whether it, a subcontractor, or third-party manufacturer p ro d uces  
them in whole or in part.  Further, the State will consider the Contractor to be the sole point of contact with regard to contractual  
matters, including payment of all charges resulting from the Contract.  The Contractor will be fully responsible for any default by  
a subcontractor, just as if the Contractor itself had defaulted. 
 
If the Contractor uses any subcontractors, each subcontractor must have a written agreement with the Contractor.  That written  
agreement must incorporate this Contract by reference.  The agreement must also pass through to the subcontractor all 
provisions of this Contract that would be fully effective only if they bind both the subcontractor and the Contractor.  Among such  
provisions are the limitations on the Contractor's remedies, the insurance requirements, record keeping obligations, an d  aud i t 
rights.  Some sections of this Contract may limit the need to pass through their requirements to subcontracts to avo i d p l ac i ng 
cumbersome obligations on minor subcontractors.  This exception is applicable only to sections that expressly provide 
exclusions for small-dollar subcontracts.  Should the Contractor fail to pass through any provisions of this Contract to one o f i ts  
subcontractors and the failure damages the State in any way, the Contractor will indemnify the State for the damage. 
 
RECORD KEEPING.  The Contractor will keep all financial records in accordance with generally accepted accounting 
procedures consistently applied.  The Contractor will file documentation to support each action under this Contract in a man n er  
allowing it to be readily located.  The Contractor will keep all Project-related records and documents at its principal place of 
business or at its office where the work was performed. 
 
The Contractor will keep a separate account for the Project (the "Project Account").  All payments made from the Project 
Account will be only for obligations incurred in the performance of this Contract and will be supported by con trac ts , i n vo ices , 
vouchers, and any other data needed to audit and verify the payments.  All payments from the Project Account will be for 
obligations incurred only after the effective date of this Contract unless the State has given specific written authorization for 
making prior payments from the Project Account. 
 
AUDITS.  During the term of this Contract and for three (3) years after the payment of the Contractor’s Fee, on reasonable 
notice and during customary business hours, the State may audit the Contractor’s records and other materials that relate to  th e 
Project.  This audit right will also apply to the State’s duly authorized representatives and any person or organization pro vi din g 
financial support for the Project. 
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Unless it is impracticable to do so, all records related to this Contract must be kept in a single location, either at the Contractor’s 
principle place of business or its place of business where the work was done.  If this is not practical, the Contractor will assume 
the cost of collecting, organizing, and relocating the records and any technology needed to access the records to the 
Contractor’s office nearest Columbus whenever the State or anyone else with audit rights requests access to the Co n trac to r ’s  
Project records.  The Contractor will do so with all due speed, not to exceed five (5) business days. 
 
If any audit reveals any material deviation from the Project’s specifications, any misrepresentation, or any overcharge to the 
State, the State will be entitled to recover damages, as well as the cost of the audit. 
 
For each subcontract in excess of $25,000, the Contractor will require its subcontractors to agree to the requirements of this 
section and of the record-keeping section.  Subcontracts with smaller amounts involved need not meet this requi remen t.  Th e 
Contractor may not artificially break up contracts with its subcontractors to take advantage of this exclusion. 
 
INSURANCE.  Until all obligations under this Agreement or any Order are satisfied, and without limiting Contractor’s 
indemnification obligations under Indemnity, Contractor shall provide and maintain the insurance policies s et fo r th  bel o w. Al l  
commercial insurance required shall be provided by insurers with a rating of not less than A-VII from AM Best or a comp arabl e 
rating agency. Contractor shall also cause each of its Subcontractors to comply with all requirements in this Section. 
 
Coverage shall be at least as broad as: 
 
1.  Commercial General Liability (CGL): written on an "occurrence" basis, including products, and completed operations, 

property damage, bodily injury, and personal & advertising injury with limits no less than $1,000,000 per  o ccur ren ce. If  a 
general aggregate limit applies, either the general aggregate limit shall apply separately to this project/location or the 
general aggregate limit shall be twice the required occurrence limit. Defense costs shall be outside the policy limits. 

 
2.   Automobile Liability insurance covering, Code 1 (any auto), or if Contractor has no owned autos, Code 8 (hired) and 9 (non-

owned), with a limit no less than $1,000,000 per accident for bodily injury and property damage. 
 
3.   Workers' Compensation insurance as required by the State of Ohio, or the state in which the work will be p er fo rmed , wi th  

Statutory Limits, and Employer's Liability Insurance with a limit of no less than $1,000,000 per accident for bodily in jury  o r  
disease. If Contractor is a sole proprietor, partnership or has no statutory requirement for workers’ compensation, 
Contractor must provide a letter stating that it is exempt and agreeing to hold State of Ohio harmless from loss o r  l i abi l i ty  
for such. 

 
4. Professional Liability (Errors and Omissions) Insurance appropriate to the Contractor’s profession, with limits not less th an  

$2,000,000 per occurrence or claim, $2,000,000 aggregate. Coverage shall be sufficiently broad to respond to the duties 
and obligations as is undertaken by Contractor in this agreement and shall cover all applicable Contrac tor  p erson nel  o r  
subcontractors who perform professional services related to this agreement. 

 
5.    Cyber liability (first and third party) with limits not less than $2,000,000 per claim, $2,000,000 aggregate. Coverage shall be 

sufficiently broad to respond to the duties and obligations as is undertaken by Contractor in this agreement and shall 
include, but not be limited to, claims involving infringement of intellectual property, including but not limited to infringemen t 
of copyright, trademark, trade dress, invasion of privacy violations, information theft, damage to or destruction of electronic  
information, release of private information, alteration of electronic information, extortion and network security. The coverage 
shall provide for breach response costs as well as regulatory fines and penalties and credit monitoring expenses with limits 
sufficient to respond to these obligations.  

 
The Insurance obligations under this agreement shall be the minimum Insurance coverage requirements and/or limits shown i n  
this agreement. Any insurance proceeds in excess of or broader than the minimum required coverage and/or minimum required 
limits, which are applicable to a given loss, shall be available to the State of Ohio. No representation is made that the mi n i mum 
Insurance requirements of this agreement are sufficient to cover the obligations of the Contractor under this agreement. 
 
The insurance policies are to contain, or be endorsed to contain, the following provisions: 
Additional Insured Status 
Except for Workers’ Compensation and Professional Liability insurance, the State of Ohio, its officers, officials and emp l oyees  
are to be covered as additional insureds with respect to liability arising out of work or operations performed by o r  o n  beh al f o f 
the Contractor including materials, parts, or equipment furnished in connection with such work or operations. Coverage can  be 
provided in the form of an endorsement to the Contractor's insurance. 
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Primary Coverage 
For any claims related to this contract, the Contractor's insurance coverage shall be primary insurance. Any insurance o r  sel f-
insurance maintained by the State of Ohio, its officers, officials, and employees shall be excess of the Contracto r 's  i n surance 
and shall not contribute with it. 
 
Umbrella or Excess Insurance Policies 
Umbrella or excess commercial liability policies may be used in combination with primary policies to satisfy the limit 
requirements above. Such Umbrella or excess commercial liability policies shall apply without any gaps in the limits of coverage 
and be at least as broad as and follow the form of the underlying primary coverage required above. 
 
Notice of Cancellation 
Contractor shall provide State of Ohio with 30 days’ written notice of cancellation or material change to an y  i n suran ce p o li cy  
required above, except for non-payment cancellation. Material change shall be defined as any change to the insuran ce l i mi ts , 
terms or conditions that would limit or alter the State’s available recovery under any of the policies required abo ve. A l ap se i n  
any required insurance coverage during this Agreement shall be a breach of this Agreement. 
 
Waiver of Subrogation 
Contractor hereby grants to State of Ohio a waiver of any right to subrogation which any insurer of said Contractor may acqui re 
against the State of Ohio by virtue of the payment of any loss under such insurance. Contractor agrees to obtain any 
endorsement that may be necessary to affect this waiver of subrogation, but this provision applies regardless of whether or  n o t 
the State of Ohio has received a waiver of subrogation endorsement from the insurer. 
 
Deductibles and Self-Insured Retentions 
Deductibles and self-insured retentions must be declared to and approved by the State. The State may require the Co n trac to r  
to provide proof of ability to pay losses and related investigations, claims administration and defense expenses within the 
retention. The policy language shall provide, or be endorsed to provide, that the deductible or self- i n sured  reten ti o n may  be 
satisfied by either the named insured or the State. 
 
Claims Made Policies 
If any of the required policies provide coverage on a claims-made basis: 
 

1. The Retroactive Date must be shown and must be before the date of the contract or the beginning of contract work. 
 

2. Insurance must be maintained and evidence of insurance must be provided for at least five (5) years after compl eti o n  
of the contract of work. 

 
3. If coverage is canceled or non-renewed, and not replaced with another claims-made policy form with a Retroactive 

Date prior to the contract effective date, the Contractor must purchase "extended reporting'' coverage for a minimum of 
five (5) years after completion of contract work. The Discovery Period must be active during the Extended  Rep o r ti n g 
Period. 

 
Verification of Coverage 
Contractor shall furnish the State of Ohio with original certificates and amendatory endorsements or copies o f th e ap p l i cabl e 
policy language effecting coverage required by this clause. All certificates and endorsements are to be received and ap p ro ved  
by the State of Ohio before work commences. However, failure to obtain the required documents prior to the work beginning 
shall not waive the Contractor's obligation to provide them. The State of Ohio reserves the right to require comp l ete, cer t i f i ed  
copies of all required insurance policies, including endorsements required by these specifications, at any time.  
 
Subcontractors 
Contractor shall require and verify that all subcontractors maintain insurance meeting all the requirements stated  h erei n , an d  
Contractor shall ensure that State of Ohio is an additional insured on insurance required from subcontractors. 
 
Special Risks or Circumstances 
State of Ohio reserves the right to modify these requirements, including limits, based on the nature of the risk, prior experience, 
insurer, coverage, or other special circumstances. 
 
STATE PERSONNEL.  During the term of this Contract and for one (1) year after completion of the Project, the Contracto r  wi l l  
not hire or otherwise contract for the services of any state employee involved with the Project. 
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REPLACEMENT PERSONNEL.  If the Offeror’s Proposal contains the names of specific people who will work on the Project, 
then the quality and professional credentials of those people were material factors in the State's decision to enter into this 
Contract.  Therefore, the Contractor will use all commercially reasonable efforts to ensure the continued availability of those 
people.  Also, the Contractor will not remove those people from the Project without the prior, written consent of the State excep t 
as provided below. 
 
The Contractor may remove a person listed in its Proposal from the Project if doing so is necessary for legal or disciplinary 
reasons.  The Contractor must make a reasonable effort to give the State 30 calendar days' prior, written notice of the removal. 
 
The Contractor must have qualified replacement people available to replace any people listed by name in its Proposal .  W h en  
the removal of a listed person is permitted under this Section, or if a person becomes unavailable, the Contractor will submit the 
resumes for two (2) replacement people for each person removed or who otherwise becomes unavailable.  The Contractor  wi l l  
submit the two (2) resumes, along with such other information as the State may reasonably request, within five (5) business 
days after the decision to remove a person is made or the unavailability of a listed person becomes known to the Contractor. 
 
The State will select one of the two proposed replacements or will reject both of them within ten business days after the 
Contractor has submitted the proposed replacements to the State.  The State may reject the proposed replacements for any 
legal reason(s).  Should the State reject both replacement candidates due to their failure to meet the minimum qualifications 
identified in the RFP, or should the Contractor fail to provide the notice required under this Section or fail to provide two (2) 
qualified replacement candidates for each removed or unavailable person, the Contractor will be in default and the cure p er i o d  
for default specified elsewhere in this Contract will not apply.  In the event of such a default, the State will have the right to 
terminate this Contract and to have the damages specified elsewhere in this Contract for termination due to default. 
 
The State may determine that proposed replacement candidates meet the minimum qualifications of this Contract and still 
substantially reduce the value the State perceived it would receive through the work of the original individual(s) the Co n trac tor  
proposed and on whose credentials the State decided to enter into this Contract.  Therefore, the State will have the right to 
reject any candidate that the State determines will provide it with diminished value. 
 
Should the State reject both proposed candidates for any legal reason other than their failure to meet the minimum 
qualifications identified in the RFP, then such rejection may be deemed a termination for convenience. 
 
The State has an interest in providing a healthy and safe environment for its employees and guests at its facilit i es .  Th e State 
also has an interest in ensuring, and right to ensure, that its operations are carried out in an efficient, professional , l eg al , an d  
secure manner.  The State, therefore, will have the right to require the Contractor to remove any individual working on the 
Project if the State determines that any such individual has or may interfere with the State's interests identified above.  In such a 
case, the request for removal will be treated as a case in which an individual providing services under this Contract has become 
unavailable, and the Contractor will follow the procedures identified above for replacing unavailable people.  This provision 
applies to people engaged by the Contractor's subcontractors if they are listed as key people in the Proposal. 
 
CONTRACT NON-COMPLIANCE.  A primary goal of the Agency is to assure that the program receives high quality services 
from the Contractor.  To this end, the Agency will work in partnership with the Contractor(s) to meet this goal.  The partn ersh i p 
is defined by the Contract and it is important that communication between the Contractor and state agencies be open and 
supportive.  Should contract non-compliance be an issue, the Agency shall make every effort to resolve the problem.   
 
1. Non-Compliance Issues.  Contractor non-compliance with the specifications and terms and conditions outlined in the 

Contract may result in the imposition of remedies as explained below in paragraph 2. 
 
The Agency must be promptly notified of any procedural changes outside the technical requirements listed herein. 

 
2. Resolution for Contract Non-Compliance.  The Agency will be responsible for monitoring the Contractor’s performance and  

compliance with the terms, conditions, and specifications of the contract. 
 
a. For any infractions not immediately remedied by the Contractor, the Agency will notify DAS through a Complaint to 

Supplier (CTV) to help resolve the infraction. 
 
b. DAS will impose upon the Contractor remedies for non-compliance regarding contract specificatio ns an d terms  an d  

conditions.  Remedies imposed will be in proportion with the severity of the non-compliance and may be progressive in 
nature. 
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SUSPENSION AND TERMINATION.  The State may terminate this Contract if the Contractor defaults in meeting its obligations  
under this Contract and fails to cure its default within the time allowed by this Contract, or if a petition in bankruptcy (o r  s i mi l ar  
proceeding) has been filed by or against the Contractor.  The State may also terminate this Contract if the Contracto r  v i o lates  
any law or regulation in doing the Project, or if it appears to the State that the Contractor’s performance is substantially 
endangered through no fault of the State.  In any such case, the termination will be for cause, and the State’s rights and 
remedies will be those identified below for termination for cause. 
 
On written notice, the Contractor will have 30 calendar days to cure any breach of its obligations under this Contract, p ro vi ded  
the breach is curable.  If the Contractor fails to cure the breach within 30 calendar days after written notice or if the breach is not 
one that is curable, the State will have the right to terminate this Contract.  The State may also terminate this Contract in the 
case of breaches that are cured within 30 calendar days but are persistent.  “Persistent” in this context means that the State 
has notified the Contractor in writing of the Contractor’s failure to meet any of its obligations three (3) times.  After the third 
notice, the State may terminate this Contract without a cure period if the Contractor again fails to meet any obligation.  The 
three (3) notices do not have to relate to the same obligation or type of failure.  Some provisions of this Contrac t may  p ro v i de 
for a shorter cure period than 30 calendar days or for no cure period at all.  Those provisions will prevail over this one.  If a 
particular section does not state what the cure period will be, this provision will govern. 
 
The State may also terminate this Contract for its convenience and without cause or if the Ohio General Assembly fails to 
appropriate funds for any part of the Project.  If a third party is providing funding for the Project, the State may  al so  termi n ate 
this Contract should that third party fail to release any Project funds.  The RFP identifies any third party source of funds fo r  th e 
Project. 
 
The notice of termination, whether for cause or without cause, will be effective as soon as the Contractor receives it.  Upon 
receipt of the notice of termination, the Contractor will immediately cease all work on the Project and take all steps necessary to  
minimize any costs the Contractor will incur related to this Contract.  The Contractor will also immediately prepare a repor t an d  
deliver it to the State.  The report must be all-inclusive; no additional information will be accepted following the initial 
submission.  The report must detail the work completed at the date of termination, the percentage of the Project’s co mp l eti o n , 
any costs incurred in doing the Project to that date and any Deliverables completed or partially completed but not del i vered  to  
the State at the time of termination.  The Contractor will also deliver all the completed and partially completed Del i verabl es  to  
the State with its report.  If delivery in that manner would not be in the State’s interest, then the Contractor will propose a 
suitable alternative form of delivery. 
 
If the State terminates this Contract for cause, it will be entitled to cover for the Project by using another Contractor on such 
commercially reasonable terms as it and the covering contractor may agree.  The Contractor will be liable to the State for all 
costs related to covering for the Project to the extent that such costs, when combined with payments already made to the 
Contractor for the Project before termination, exceed the costs that the State would have incurred under this Contract.  The 
Contractor will also be liable for any other direct damages resulting from its breach of this Contract or other ac ti o n  l ead i n g to  
termination for cause. 
 
If the termination is for the convenience of the State, the Contractor will be entitled to compensation for any work on the Projec t 
that the Contractor has performed before the termination. Such compensation will be the Contractor’s exclusive remed y  i n  th e 
case of termination for convenience and will be available to the Contractor only once the Contractor has submitted a proper 
invoice for such, with the invoice reflecting the amount determined to be owing to the Contractor by the State.  The State will 
make that determination based on the lesser of the percentage of the Project completed or the hours of work performed in 
relation to the estimated total hours required to perform the entire applicable unit(s) of Work. 
 
The State will have the option of suspending rather than terminating the Project where the State believes that do i n g  so  wo ul d 
better serve its interests.  In the event of a suspension for the convenience of the State, the Contractor will be entitled to receive 
payment for the work performed before the suspension.  In the case of suspension of the Project rather than termination for 
cause, the Contractor will not be entitled to any compensation for any work performed.  If the State reinstates the Pro j ec t after  
suspension for cause, rather than terminating this Contract after the suspension, the Contractor may be entitled to 
compensation for work performed before the suspension, less any damage to the State resulting from the Contractor’s  breach  
of this Contract or other fault. Any amount due for work before or after the suspension for cause will be offset by any damage to  
the State from the default or other event giving rise to the suspension. 
 
In the case of a suspension for the State’s convenience, the amount of compensation due to the Contractor for work performed  
before the suspension will be determined in the same manner as provided in this section for termination for the State’s 
convenience.  The Contractor will not be entitled to compensation for any other costs associated with a suspension for the 
State’s convenience.  No payment under this provision will be made to the Contractor until the Contractor submits a proper 
invoice. 
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Any notice of suspension, whether with or without cause, will be effective immediately on the Contractor’s receipt of the no ti ce.  
The Contractor will prepare a report concerning the Project just as is required by this Section in the case of termin ati o n .  After  
suspension of the Project, the Contractor will perform no work without the consent of the State and will resume wo rk  o n l y  o n  
written notice from the State to do so. In any case of suspension, the State retains its right to terminate this Contract rather than  
to continue the suspension or resume the Project.  If the suspension is for the convenience of the State, then termination of th e 
Contract will be a termination for convenience. If the suspension is with cause, the termination will also be for cause. 
 
The State will not suspend the Project for its convenience more than once during the term of this Contract, and any suspensio n 
for the State’s convenience will not continue for more than 30 calendar days.  If the Contractor does not receive notice to 
resume or terminate the Project within the 30-day period, then this Contract will terminate automatically for the State’s 
convenience at the end of the 30 calendar day period. 
 
Any default by the Contractor or one of its subcontractors will be treated as a default by the Contractor and all of its 
subcontractors.  The Contractor will be solely responsible for satisfying any claims of its subcontractors for any susp ens i on o r  
termination and will indemnify the State for any liability to them.  Each subcontractor will hold the State harmless for any 
damage caused to them from a suspension or termination.  They will look solely to the Contractor for any compensation to 
which they may be entitled. 
 
The Contractor may, at its discretion, request termination with a minimum 60 day notice in writing.  The State will review the 
request and respond in writing to the Contractor with its findings. 
 
CONTRACT REMEDIES. 
 
1. Actual Damages.  Contractor is liable to the State of Ohio for all actual and direct damages caused by Contractor’s defaul t.  

The State may buy substitute supplies or services, from a third party, for those that were to be provided by Contractor.  The 
State may recover the costs associated with acquiring substitute supplies or services, less any expenses or costs saved by 
Contractor’s default, from Contractor. 

 
2. Liquidated Damages.  If actual and direct damages are uncertain or difficult to determine, the State may recover liquidated  

damages in the amount of 1% of the value of the order, deliverable or milestone that is the subject of the default, for  every  
day the default is not cured by Contractor. 

 
3. Deduction of Damages from Contract Price.  The State may deduct all or any part of the damages resulting from 

Contractor’s default from any part of the price still due on the contract, upon prior written notice being issued to the 
Contractor by the State.  

 
REPRESENTATIVES.  The State's representative under this Contract will be the person identified in the RFP or a subsequent 
notice to the Contractor as the “Agency Project Representative”.  The Agency Project Representative will review all reports 
made in the performance of the Project by the Contractor, will conduct all liaison with the Contractor, and will accep t o r  rej ec t 
the Deliverables and the complete Project.  The Agency Project Representative may assign to a manager, responsi bi li t ies  fo r  
individual aspects of the Project to act as the Agency Project Representative for those individual portions of the Project. 
 
The Contractor’s Project Manager under this Contract will be the person identified in the Proposal as the “Project Manager."  
The Project Manager will conduct all liaisons with the State under this Contract.  Either party, upon written noti ce to  th e o th er  
party, may designate another representative.  The Project Manager may not be replaced without the approval of the State if that 
individual is identified in the Proposal as a key individual on the Project. 
 
WORK RESPONSIBILITIES.  The State will be responsible for providing only those things expressly identified, if any, in the 
RFP.  If the State has agreed to provide facilities or equipment, the Contractor, by signing this Contract, warrants that the 
Contractor has either inspected the facilities and/or equipment or has voluntarily waived an inspection and  wi l l wo rk  wi th  th e 
equipment and/or facilities on an “as is” basis. 
 
The Contractor will assume the lead in the areas of management, design, and development of the Project.  The Contractor  wi l l  
coordinate the successful execution of the Project and direct all Project activities on a day-to-day basis, with the advice and 
consent of the Agency Project Representative.  The Contractor will be responsible for all communications regarding the 
progress of the Project and will discuss with the Agency Project Representative any issues, recommendations, an d  d ec i si ons  
related to the Project. 
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If the Project, or parts of it, requires installation on the State's property, the State will provide the Contractor with reasonable 
access to the installation site for the installation and any site preparation that is needed.  After the installation is co mp l ete, th e 
Contractor will complete an installation letter and secure the signature of Agency Project Representative certifying that 
installation is complete and the Project, or applicable portion of it, is operational.  The letter will describe the nature, d ate, an d  
location of the installation, as well as the date it was certified as installed and operational by the Agency Project Representative. 
 
Unless otherwise provided in the RFP, the Contractor will be responsible for obtaining all official permits, approval s, l i cen ses , 
certifications, and similar authorizations required by any local, state, or Federal agency for the Project an d  mai n tai n i n g  th em 
throughout the duration of this Contract. 
 
CHANGES.  The State may make reasonable changes, within the general scope of the Project.  The State will do so by issuin g  
a written order under this Contract describing the nature of the change (“Change Order”).  Additionally, if the State provides 
directions or makes requests of the Contractor without a change order, and the Contractor reasonably believes the directions or 
requests are outside the specifications for the Project, the Contractor will have the right to request a Change Order from the 
State.  Scope of Work changes will be managed as follows: pricing will be provided from the Contractor to the State.  The State 
will execute a Change Order once it and the Contractor have agreed on the description of and specifications for the chan g e as  
well as any equitable adjustments that need to be made in the Contractor's Fee or the performance schedule for the Work.  
Within five (5) business days after receiving the Change Order, the Contractor will sign it to signify agreement. 
 
If a change causes an increase in the cost of, or the time required for, the performance of the Project, the Contractor will n o ti fy  
the State in writing and request an equitable adjustment in the Contractor’s Fee, the delivery schedule, or both before the 
Contractor signs the Change Order.  If the Contractor claims an adjustment under this section in connection with  a ch an g e to  
the Project not described in a written Change Order, the Contractor must notify the State of the claim within five (5) business 
days after the Contractor is notified of the change and before work on the change begins.  Otherwise, the Contractor wi l l  h ave 
waived the claim.  In no event will the State be responsible for any increase in the Fee or revision in any delivery schedule 
unless the relevant change was specifically ordered in writing by the State and the Contractor has complied with the 
requirements of this section.  Provided the State has complied with the procedure for Change Orders in this section, nothi ng i n  
this clause will excuse the Contractor from proceeding with performance of the Project, as changed. 
 
Where an equitable adjustment to the Contractor’s Fee is appropriate, the State and the Contractor may agree upon such an 
adjustment.  If the State and the Contractor are unable to agree, and the Contractor seeks an equitable adjustment in its Fee, 
either party may submit the dispute to the senior management of the Contractor and the State for resolution.  If, within 30 
calendar days following referral to senior management, the claim or dispute has not been resolved, only then will it be submitted 
to non-binding mediation (pursuant to the rules as stipulated by the American Arbitration Association).  A claim or dispute mus t 
be submitted to non-binding mediation prior to the initiation of any formal legal process.  Costs of mediation will be shared 
equally.  Both parties further agree to use best efforts to resolve any claims or disputes arising during the performan ce o f th i s  
Contract within 30 calendar days following the initiation of the dispute process.  The resolved amount will be the not-to-exceed  
amount of the Change Order.  If the change involves removing a requirement from the Project or replacing one part of the 
Project with the change, the State will get a credit for the work no longer required under the original scope of the Pro j ec t.  Th e 
credit will be calculated in the same manner as the Contractor’s Fee for the change, and the not-to-exceed amount will be 
reduced by this credit. 
 
The Contractor will be responsible for coordinating changes with its subcontractors and adjusting their compensation and 
performance schedule.  The State will not pay any subcontractor for the Change Order.  If a subcontractor will perform any work 
under a Change Order, that work must be included in the Contractor's not-to-exceed amount and calculated in the same 
manner as the Contractor's equitable adjustment for the portion of the work the Contractor will perform.  The Contractor will n o t 
receive an overhead percentage for work a subcontractor will do under a Change Order. 
 
EXCUSABLE DELAY.  Neither party will be liable for any delay in its performance that arises from causes beyond its control 
and without its negligence or fault.  The delayed party will notify the other promptly of any material delay in performance and will 
specify in writing the proposed revised performance date as soon as practicable after notice of delay.  In the event of an y  such  
excusable delay, the date of performance or of delivery will be extended for a period equal to the time lost by reason of the 
excusable delay.  The delayed party must also describe the cause of the delay and what steps it is taking to remove the cause.  
The delayed party may not rely on a claim of excusable delay to avoid liability for a delay if the delayed party has not taken 
commercially reasonable steps to mitigate or avoid the delay.  Things that are controllable by the Contractor's subco n trac tors  
will be considered controllable by the Contractor, except for third-party manufacturers supplying commercial items and over 
whom Contractor has no legal control. 
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INDEPENDENT STATUS OF THE CONTRACTOR.  It is fully understood and agreed that Contractor is an independent 
contractor and is not an agent, servant, or employee of the State of Ohio or the Ohio Department of Administrative Services.  
Contractor declares that it is engaged as an independent business and has complied with all applicable federal, state, and local  
laws regarding business permits and licenses of any kind, including but not limited to any insurance coverage, workers’ 
compensation, or unemployment compensation that is required in the normal course of business and will assume all 
responsibility for any federal, state, municipal or other tax liabilities.  Additionally, Contractor understands that as an 
independent contractor, it is not a public employee and is not entitled to contributions from the State to  an y  p ubl i c  emp l o yee 
retirement system. 
 
Contractor acknowledges and agrees any individual providing personal services under this agreement is not a public emplo yee 
for purposes of Chapter 145 of the Ohio Revised Code. Unless Contractor is a “business entity” as that term is defined in 
O.R.C. 145.037 (“an entity with five or more employees that is a corporation, association, firm, limited liability company, 
partnership, sole proprietorship, or other entity engaged in business”) Contractor shall have any individual performing serv ices  
under the agreement complete and submit to the ordering agency the Independent Contractor/Worker Acknowledgement found 
at the following link: https://www.opers.org/forms-archive/PEDACKN.pdf#zoom=80). 
 
Contractor’s failure to complete and submit the Independent Contractor/Worker Acknowledgement prior to commen cemen t o f 
the work, service or deliverable, provided under this contract, shall serve as Contractor’s certification that Contractor is a 
“Business entity” as the term is defined in O.R.C. 145.037. 
 
Publicity. The Contractor will not advertise or publicize that it is doing business with the State or use this Contract or the 
Contractor’s relationship with the State as a marketing or sales tool, unless the State agrees otherwise in writing. 
 
 

https://www.opers.org/forms-archive/PEDACKN.pdf#zoom=80
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ATTACHMENT THREE:  GENERAL TERMS AND CONDITIONS 

PART THREE:  OWNERSHIP & HANDLING OF INTELLECTUAL PROPERTY & CONFIDENTIAL INFORMATION 
 
CONFIDENTIALITY.  The State may disclose to the Contractor written material or oral or other information that the State treats  
as confidential ("Confidential Information"). Title to the Confidential Information and all related materials and documentation th e 
State delivers to the Contractor will remain with the State.  The Contractor must treat such Confidential Information as secret if it 
is so marked, otherwise identified as such, or when, by its very nature, it deals with matters that, if generally kno wn, wo ul d  be 
damaging to the best interests of the public, other contractors or potential contractors with the State, or individuals or 
organizations about whom the State keeps information.  By way of example, information should be treated as confi d en tial  i f  i t  
includes any proprietary documentation, materials, flow charts, codes, software, computer instructions, techniques, models, 
information, diagrams, know-how, trade secrets, data, business records, or marketing information.  By way of further  examp l e, 
the Contractor also must treat as confidential materials such as police and investigative records, files containing personal 
information about individuals or employees of the State, such as personnel records, tax records, and so on, court and 
administrative records related to pending actions, any material to which an attorney-client, physician-patient, or similar privileg e 
may apply, and any documents or records expressly excluded by Ohio law from public records disclosure requirements. 
 
The Contractor agrees not to disclose any Confidential Information to third parties and to use it solely to d o  th e Pro j ec t.  Th e 
Contractor will restrict circulation of Confidential Information within its organization and then only to people in the Co n trac to r's  
organization that have a need to know the Confidential Information to do the Project.  The Contractor will be liable for the 
disclosure of such information whether the disclosure is intentional, negligent, or accidental, unless otherwise provided below. 
 
The Contractor will not be liable for any unintentional disclosure of Confidential Information that results despite the Contractor 's  
exercise of at least the same degree of care as it normally takes to safeguard its own secrets, except when the Contractor's 
procedures are not reasonable given the nature of the Confidential Information or when the disclosure nevertheless  resul ts  i n  
liability to the State.  
 
The Contractor will not incorporate any portion of any Confidential Information into any work or product, other than a 
Deliverable, and will have no proprietary interest in any of the Confidential Information.  Furthermore, the Contractor will  cause 
all of its employees who have access to any Confidential Information to execute a confidentiality agreement incorporati ng  th e 
obligations in this section. 
 
The Contractor's obligation to maintain the confidentiality of the Confidential Information will not ap p ly  wh ere such : (1)  W as  
already in the Contractor's possession before disclosure by the State, and such was received by the Contractor without 
obligation of confidence; (2) Is independently developed by the Contractor; (3) Is or becomes publicly available without breach  
of this Contract; (4) Is rightfully received by the Contractor from a third party without an obligation of confidence; (5) Is disclosed 
by the Contractor with the written consent of the State; or (6) Is released in accordance with a valid order of a court or 
governmental agency, provided that the Contractor (a) Notifies the State of such order immediately upon recei p t o f th e o rd er  
and (b) Makes a reasonable effort to obtain a protective order from the issuing court or agency limiting disclosure and use of the 
Confidential Information solely for the purposes intended to be served by the original order of production.  The Con trac to r  wi l l 
return all originals of any Confidential Information and destroy any copies it has made on termination or expiration of this 
Contract.  
 
The Contractor may disclose Confidential Information to its subcontractors on a need-to-know basis, but they will be o bl i g ated  
to the requirements of this section. 
 
HANDLING OF THE STATE’S DATA.  The Contractor must use due diligence to ensure computer and telecommunications 
systems and services involved in storing, using, or transmitting State data are secure and to protect that data from unauthorized 
disclosure, modification, or destruction.  To accomplish this, the Contractor must: 
 
1. Apply appropriate risk management techniques to ensure security for all sensitive data, including but not limited to any data 

identified as Confidential Information elsewhere in this Contract. 
2. Ensure that its internal security policies, plans, and procedures address the basic security elements of confidentiality, 

integrity, and availability. 
3. Maintain plans and policies that include methods to protect against security and integrity threats and vulnerabilities, as wel l  

as and detect and respond to those threats and vulnerabilities. 
4. Maintain appropriate identification and authentication process for information systems and services associated wi th  State 

data. 
5. Maintain appropriate access control and authorization policies, plans, and procedures to protect system assets  an d  o th er  

information resources associated with State data. 
6. Implement and manage security audit logging on information systems, including computers and network devices. 
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The Contractor must maintain a robust boundary security capacity that incorporates generally recognized  sys tem h ard en i ng 
techniques. This includes determining which ports and services are required to support access to systems that hold State d ata, 
limiting access to only these points, and disable all others. To do this, the Contractor must use assets and techniques  such  as  
properly configured firewalls, a demilitarized zone for handling public traffic, host-to-host management, Internet protocol 
specification for source and destination, strong authentication, encryption, packet filtering, activity logging, and implementati on  
of system security fixes and patches as they become available.  The Contractor must use two-factor authentication to limit 
access to systems that contain particularly sensitive State data, such as personally identifiable data. 
 
Unless the State instructs the Contractor otherwise in writing, the Contractor must assume all State data is both confidential and 
critical for State operations, and the Contractor’s security policies, plans, and procedure for the handling, storage, backup, 
access, and, if appropriate, destruction of that data must be commensurate to this level of sensitivity.  As part of the 
Contractor’s protection and control of access to and use of data, the Contractor must employ appropriate intrusio n an d  attack  
prevention and detection capabilities.  Those capabilities must track unauthorized access and attempts to access the State’s 
data, as well as attacks on the Contractor’s infrastructure associated with the State’s data.  Further, the Contractor must 
monitor and appropriately address information from its system tools used to prevent and detect unauth o r i zed  access  to  an d  
attacks on the infrastructure associated with the State’s data. 
 
The Contractor must use appropriate measures to ensure that State’s data is secure before transferring control of any sys tems  
or media on which State data is stored.  The method of securing the data must be appropriate to the situation and may in c l ud e 
erasure, destruction, or encryption of the data before transfer of control.  The transfer of any such system or media must be 
reasonably necessary for the performance of the Contractor’s obligations under this Contract. 
 
The Contractor must have a business continuity plan in place.  The Contractor must test and update the IT disaster recovery 
portion of its business continuity plan at least annually.  The plan must address procedures for response to emerg en c i es  an d  
other business interruptions.  Part of the plan must address backing up and storing data at a location sufficientl y remo te fro m 
the facilities at which the Contractor maintains the State’s data in case of loss of that data at the primary site.  The plan also 
must address the rapid restoration, relocation, or replacement of resources associated with the State’s data in the case of a 
disaster or other business interruption.  The Contractor’s business continuity plan must address short- and long-term 
restoration, relocation, or replacement of resources that will ensure the smooth continuation of operations related to the State’s  
data.  Such resources may include, among others, communications, supplies, transportation, space, power and environmen tal  
controls, documentation, people, data, software, and hardware.  The Contractor also must provide for reviewing, tes ti n g, an d  
adjusting the plan on an annual basis. 
 
The Contractor may not allow the State’s data to be loaded onto portable computing devices or portable storage components or 
media unless necessary to perform its obligations under this Contract properly.  Even then, the Contractor may permit such only 
if adequate security measures are in place to ensure the integrity and security of the data.   Those measures must include a 
policy on physical security for such devices to minimize the risks of theft and unauthorized access that includ es  a p ro h i bi t io n 
against viewing sensitive or confidential data in public or common areas.  At a minimum, portable computing device mus t h ave 
anti-virus software, personal firewalls, and system password protection.  In addition, the State’s data must be encryp ted  wh en  
stored on any portable computing or storage device or media or when transmitted from them across any data network.  The 
Contractor also must maintain an accurate inventory of all such devices and the individuals to whom they are assigned. 
 
Any encryption requirement identified in this provision must meet the Ohio standard as defined in Ohio IT standard ITS-SEC-01, 
“Data Encryption and Cryptography”. 

 
The Contractor must have reporting requirements for lost or stolen portable computing devices authorized for use with State 
data and must report any loss or theft of such to the State in writing as quickly as reasonably possible.  The Contractor also 
must maintain an incident response capability for all security breaches involving State data whether involving mobile devices o r  
media or not.  The Contractor must detail this capability in a written policy that defines procedures for how the Co n trac to r  wi l l 
detect, evaluate, and respond to adverse events that may indicate a breach or attempt to attack or access State data or the 
infrastructure associated with State data. 

 
In case of an actual security breach that may have compromised State data, including but not loss or theft of devices or med i a, 
the Contractor must notify the State in writing of the breach within 24 hours of the Contractor becoming aware of the breach, 
and fully cooperate with the State to mitigate the consequences of such a breach.  This includes any use or d i sc l o sure o f th e 
State data that is inconsistent with the terms of this Contract and of which the Contractor becomes aware, including but not 
limited to, any discovery of a use or disclosure that is not consistent with this Contract by an employee, agent, or subcontracto r  
of the Contractor. 
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The Contractor must give the State full access to the details of the breach and assist the State in making any notifications to 
potentially affected people and organizations that the State deems are necessary or appropriate.  The Contractor must 
document all such incidents, including its response to them, and make that documentation available to the State on request.  In  
addition to any other liability under this Contract related to the Contractor’s improper disclosure of State data, and regardless o f 
any limitation on liability of any kind in this Contract, the Contractor will be responsible for acquiring one year ’s  i d en ti ty  th eft 
protection service on behalf of any individual or entity whose personally identifiable information is compromised while it is in th e 
Contractor’s possession.   
 
OWNERSHIP OF DELIVERABLES.  All deliverables produced by the Contractor and covered by this Contract, including any 
software modifications, and documentation, shall be owned by the State, with all rights, title, and interest in all intellectual 
property that come into existence through the Contractor’s custom work being assigned to the State.  Additionally, the 
Contractor waives any author rights and similar retained interests in custom-developed material.  The Contracto r  wi l l  p ro vi de 
the State with all assistance reasonably needed to vest such rights of ownership in the State.  The Contractor will retain 
ownership of all tools, methods, techniques, standards, and other development procedures, as well as generic and preexi s ti ng  
shells, subroutines, and similar material incorporated in any custom Deliverable ("Pre-existing Materials") if the Contractor 
provides the non-exclusive license described in the next paragraph. 
 
The Contractor may grant the State a worldwide, non-exclusive, royalty free, perpetual license to use, modify, sell, and 
otherwise distribute all Pre-existing Materials that are incorporated in any custom-developed Deliverable rather than  g ran t th e 
State ownership of the Pre-existing Materials provided however, that the State may distribute such Pre-existing materials to th e 
extent required by governmental funding mandates. The Contractor will not include in any custom Deliverable any i n tel l ec tual  
property unless such has been created under this Contract or qualifies as Pre-existing Material.  If the Contractor wants to 
incorporate any Pre-existing Materials in a custom Deliverable, the Contractor must first disclose this and seek the State's 
approval for doing so in advance.  On the request of the Contractor, the State will incorporate any proprietary notice the 
Contractor may reasonably want for any Pre-existing Materials included in a custom Deliverable in all copies the State makes of 
that Deliverable. 
 
Subject to the limitations and obligations of the State with respect to Pre-existing Materials, the State may make all custom 
Deliverables available to the general public without any proprietary notices of any kind. 
 
LICENSE IN COMMERCIAL MATERIAL.  As used in this section, "Commercial Material" means anything that has been 
developed at private expense by the Contractor or a third party, commercially available in the marketplace, subject to 
intellectual property rights, and readily copied through duplication on magnetic media, paper, or other media.  Examples include 
written reports, books, pictures, videos, movies, computer programs, and computer source code and documentation. 
 
Any Commercial Material that the Contractor intends to deliver as a Deliverable must have the scope of the license g ran ted  i n  
such material disclosed in the RFP or as an attachment referenced in the RFP, if that scope of license is different from the 
scope of license contained in this section for Commercial Materials.  
 
Except for Commercial Material that is software (“Commercial Software”), if the Commercial Material is copyrighted and 
published material, then the State will have the rights permitted under the Federal copyright laws for each copy of the 
Commercial Material delivered to it by the Contractor.  
 
Except for Commercial Software, if the Commercial Material is patented, then the State will have the rights permitted under  th e 
Federal patent laws for each copy of the Commercial Material delivered to it by the Contractor.  
 
Except for Commercial Software, if the Commercial Material consists of trade secrets, then the State will treat the material as 
confidential. In this regard, the State will assume all obligations with respect to the Commercial Material that the Contractor 
assumes under the Confidentiality section of this Contract with respect to State secrets.  Otherwise, the State will have the 
same rights and duties permitted under the Federal copyright laws for each copy of the Commercial Material delivered  to  i t  by  
the Contractor, whether or not the material is copyrighted when delivered to the State.  
 
For Commercial Software, the State will have the rights in items (1) through (8) of this section with respect to the software.  Th e 
State will not use any Commercial Software except as provided in items (1) through (8) of this section or as expressly stated 
otherwise in this Contract. The Commercial Software may be: 
1. Used or copied for use in or with the computer or computers for which it was acquired, including use at any State 

installation to which such computer or computers may be transferred.  
2. Used or copied for use in or with a backup computer for disaster recovery and disaster recovery testing purposes or i f  an y  

computer for which it was acquired is inoperative. 
3. Reproduced for safekeeping (archives) or backup purposes.  
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4. Modified, adapted, or combined with other computer software, but the modified, combined, or adapted portions of the 
derivative software incorporating any of the Commercial Software will be subject to same restrictions set forth in this 
Contract. 

5. Disclosed to and reproduced for use on behalf of the State by support service contractors or their subcontractors , s ubj ec t 
to the same restrictions set forth in this Contract. 

6. Used or copied for use in or transferred to a replacement computer.  
 
However: 
 
7. If the Commercial Software delivered under this Contract is published and copyrighted, it is licensed to th e State wi th o ut 

disclosure prohibitions. 
8. If any Commercial Software is delivered under this Contract with the copyright notice in 17 U.S.C. 401, it will be presumed  

to be published, copyrighted, and licensed to the State without disclosure restrictions, unless a statement substan ti al l y  as  
follows accompanies such copyright notice: "Unpublished -- rights reserved under the copyright laws of the United States . ' '   
The State will treat such Commercial Software as Confidential Information to the extent that such is actually the case. 
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ATTACHMENT THREE:  GENERAL TERMS AND CONDITIONS 

PART FOUR:  REPRESENTATIONS, WARRANTIES, AND LIABILITIES 
 
GENERAL WARRANTIES.  The Contractor warrants that the recommendations, guidance, and performance of the Contrac to r  
under this Contract will: (1) Be in accordance with sound professional standards and the requirements of this Contract and 
without any material defects; (2) Unless otherwise provided in the RFP, be the work solely of the Contractor; and (3) No 
Deliverable will infringe on the intellectual property rights of any third party. 
 
Additionally, with respect to the Contractor's activities under this Contract, the Contractor warrants that: (1) The Contracto r  h as  
the right to enter into this Contract; (2) The Contractor has not entered into any other contracts or employment relationships that 
restrict the Contractor's ability to perform the contemplated services; (3) The Contractor will observe and abide by all applicabl e 
laws and regulations, including those of the State regarding conduct on any premises under the State's control; (4) The 
Contractor has good and marketable title to any goods delivered under this Contract and in which title passes to the State; (5)  
All hardware, software, firmware, and similar devices and materials provided under this Contract will be designed to operate 
without regard to the turning of a century and process dates in a manner that takes into account dates occurring before and 
after the turning of a century; and (6) The Contractor has the right and ability to grant the license granted in any Deliverabl e i n  
which title does not pass to the State. 
 
The warranty regarding material defects is a 1-year warranty.  All other warranties will be continuing warranties.  If any p o r ti o n  
of the Project fails to comply with these warranties, and the Contractor is so notified in writing, the Contractor will cor rec t such  
failure with all due speed or will refund the amount of the compensation paid for such portion of the Project.  The Contractor will  
also indemnify the State for any direct damages and claims by third parties based on a breach of these warranties.  This 
obligation of indemnification will not apply where the State has modified or misused the Deliverable and the claim i s  based  o n  
the modification or misuse.  The State agrees to give the Contractor notice of any such claim as soon as reasonably 
practicable.  If a successful claim of infringement is made, or if the Contractor reasonably believes that an infringement claim 
that is pending may actually succeed, the Contractor will do one (1) of the following four (4) things:  (1) Modify the Del i verabl e 
so that it is no longer infringing; (2) Replace the Deliverable with an equivalent or better item; (3) Acquire the right for th e State 
to use the infringing Deliverable as it was intended for the State to use under this Contract; or (4) Remove the Deliverabl e an d  
refund the amount the State paid for the Deliverable and the amount of any other Deliverable or item that requires the 
availability of the infringing Deliverable for it to be useful to the State. 
 
SOFTWARE WARRANTY.  If this Contract involves software as a Deliverable, then, on acceptance and for 12 months after th e 
date of acceptance of any Deliverable that includes software, the Contractor warrants as to all software develop ed  un der  th i s  
Contract that: (a) the software will operate on the computer(s) for which the software is intended in the manner described in th e 
relevant software documentation, the Contractor's Proposal, and the RFP; (b) the software will be free of any material  d efec ts ; 
(c) the Contractor will deliver and maintain relevant and complete software documentation, commentary, and source code; an d  
(d) the source code language used to code the software is readily available in the commercial market, widely used and 
accepted for the type of programming involved, and support programming in the language is reasonably available i n  th e o p en  
market; and (e) the software and all maintenance will be provided in a professional, timely, and efficient manner. 
 
For Commercial Software licensed from a third party that is incorporated in a Deliverable, the Contractor represents and 
warrants that it has done 1 of the following 3 things: (a) obtained the right from the third-party licensor to commit to the 
warranties and maintenance obligations in this Section; (b) obtained a binding commitment from the licensor to make those 
warranties and maintenance obligations directly to the State; or (c) fully disclosed in the RFP any discrepan ci es  between  th e 
requirements of this section and the commitment the third-party licensor has made. 
 
In addition, for Commercial Software that is incorporated in a Deliverable, the Contractor will: (a) maintain or cause th e th i rd -
party licensor to maintain the Commercial Software so that it operates in the manner described in the RFP (or any  attach men t 
referenced in the RFP) and relevant Commercial Software documentation; (b) supply technical bulletins and updated user 
guides; (c) supply the State with updates, improvements, enhancements, and modifications to the Commercial Software and 
documentation and, if available, the commentary and the source code; (d) correct or replace the Commercial Software an d /o r  
remedy any material programming error that is attributable to the Contractor or the third-party licensee; (e) mai n tai n  o r  cause 
the third-party licensor to maintain  the Commercial Software and documentation to reflect changes in the subject matter the 
Commercial Software deals with; (f) maintain or obtained a commitment from the third-party licensor to maintain the 
Commercial Software so that it will properly operate in conjunction with changes in the operating environment in which it is 
designed to operate. 
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For purposes of the warranties and the delivery requirements in this Contract, software documentation means well written, 
readily understood, clear, and concise instructions for the software's users as well as a system administrator.  The software 
documentation will provide the users of the software with meaningful instructions on how to take full advantage of all of the 
capabilities designed for end users.  It also means installation and system administration documentation for a system 
administrator to allow proper control, configuration, and management of the software.  Source code means the uncompiled 
operating instructions for the entire System.  The Contractor will not be obligated to provide source code for Commercial 
Software unless it is readily available from the licensor.  The source code will be provided in the language in which it was 
written and will include commentary that will allow a competent programmer proficient in the source language to readily interpret 
the source code and understand the purpose of all routines and subroutines contained within the source code.  
 
EQUIPMENT WARRANTY.  If any electrical equipment, mechanical device, computer hardware, telecommunications hardware, 
or other type of physical machinery ("Equipment") will be a part of any Deliverable, the following warranties apply.  The 
Contractor warrants that the Equipment fully complies with all government environmental and safety standards applicable to the 
Equipment.  The Contractor also warrants for 1 year from the acceptance date of the Equipment that the Equipment will perform 
substantially in accordance with specifications described in the RFP, the user manuals, technical materials, and related writings 
published by the manufacturer for the Equipment.  The foregoing warranties will not apply to Equipment that is modified or 
damaged after title passes to the State. 
 
The Contractor will notify the State in writing immediately upon the discovery of any breach of the warranties given above. 
 
The Contractor's will do the following if any Equipment does not meet the above warranties: 
 
1. Cause the Equipment to perform as required, or, if that is not commercially practicable, then; 
2. Grant the State a refund equal to the amount the State paid for the Equipment or, if such has not been individually p r i ced , 

the manufacturer's suggested retail price for the Equipment.   
 
Except where the Contractor's breach of a warranty makes it not possible for the State to do so, the State will return the 
affected Equipment to the Contractor in the case of a refund under the previous paragraph. 
 
GENERAL EXCLUSION OF WARRANTIES.  The State makes no warranties, express or implied, other than those express 
warranties contained in this contract.  The contractor also makes no warranties of merchantability or fitness for a particular 
purpose except as follows:  If the Contractor has been engaged under the scope of work in the RFP to design something to 
meet a particular need for the State, then the Contractor does warrant that the contractor’s work will meet the stated purpose for 
that work. 
 
INDEMNITY.  The Contractor will indemnify the State for any and all claims, damages, law suits, costs, judgments, exp en ses , 
and any other liabilities resulting from bodily injury to any person (including injury resulting in death) or damage to property th at 
may arise out of or are related to Contractor's performance under this Contract, providing such bodily injury or property damage 
is due to the negligence of the Contractor, its employees, agents, or subcontractors.  
 
The Contractor will also indemnify the State against any claim of infringement of a copyright, patent, trade secret, or similar 
intellectual property rights based on the State's proper use of any Deliverable under this Contract.  This obligation of 
indemnification will not apply where the State has modified or misused the Deliverable and the claim of infringement, i s  based  
on the modification or misuse. The State agrees to give the Contractor notice of any such claim as soon as reasonably 
practicable and to give the Contractor the authority to settle or otherwise defend any such claim upon consultation with and 
approval by the Office of the State Attorney General.  If a successful claim of infringement is made, or if the Contractor 
reasonably believes that an infringement claim that is pending may actually succeed, the Contractor will take one (1) of the 
following four (4) actions: 
 
1.  Modify the Deliverable so that is no longer infringing. 
2. Replace the Deliverable with an equivalent or better item. 
3.  Acquire the right for the State to use the infringing Deliverable as it was intended for the State to use under this Contract. 
4. Remove the Deliverable and refund the fee the State paid for the Deliverable and the fee for any other Deliverable that 

required the availability of the infringing Deliverable for it to be useful to the State. 
 
LIMITATION OF LIABILITY.  Notwithstanding any limitation provisions contained in the documents and materials incorpo rated  
by reference into this contract, the parties agree as follows:  
 
1. Neither party will be liable for any indirect, incidental or consequential loss or damage of any kind including but not l i mi ted  

to lost profits, even if the parties have been advised, knew, or should have known of the possibility of damages.   
2. The contractor further agrees that the contractor shall be liable for all direct damages due to the fault or neglig en ce o f th e 

contractor.  



Index No: COM006 
 

    Page 45 
 

  
 

ATTACHMENT THREE:  GENERAL TERMS AND CONDITIONS 
PART FIVE:  ACCEPTANCE AND MAINTENANCE 

 
STANDARDS OF PERFORMANCE AND ACCEPTANCE.  If the RFP does not provide otherwise, the acceptance procedure 
will be an informal review by the Agency Project Representative to ensure that each Deliverable and the Project as a whole 
comply with the requirements of this Contract.  The Agency Project Representative will have up to 30 calendar days to do  th i s .  
No formal letter of acceptance will be issued, and passage of the 30 calendar days will imply acceptance, though the State wi l l  
issue a notice of noncompliance if a Deliverable or the Project as a whole does not meet the requirements of this  Co n trac t.  I f  
the Agency Project Representative issues a letter of noncompliance, then the Contractor will have 30 calendar days to  co r rec t 
the problems listed in the noncompliance letter.  If the Contractor fails to do so, the Contractor will be in default wi th o ut a cure 
period.  If the Agency Project Representative has issued a noncompliance letter, the Deliverables, or the Project as a whole wil l  
not be accepted until the Agency Project Representative issues a letter of acceptance indicating that each problem noted in th e 
noncompliance letter has been cured.  If the problems have been fixed during the 30 day period, the Agency Project 
Representative will issue the acceptance letter within 15 calendar days. 
 
If the Project fails to meet the standard of performance after 90 calendar days from the start of the performance period, the 
Contractor will be in default and will not have a cure period.  In addition to all other remedies the State may have under this 
Contract, the State will have the right to request correction or replacement of the relevant portion of the Project. 
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ATTACHMENT THREE:  GENERAL TERMS AND CONDITIONS 

PART SIX:  CONSTRUCTION 
 
ENTIRE DOCUMENT.  This Contract is the entire agreement between the parties with respect to the subject matter and 
supersedes any previous statements or agreements, whether oral or written. 
 
BINDING EFFECT.  This Contract will be binding upon and inure to the benefit of the respective successors and assigns of th e 
State and the Contractor. 
 
AMENDMENTS – WAIVER.  No change to any provision of this Contract will be effective unless it is in writing and signed by 
both parties.  The failure of either party at any time to demand strict performance by the other party of any of the terms  o f th i s  
Contract will not be a waiver of those terms.  Waivers must be in writing to be effective.  Either party may at any later time 
demand strict performance. 
 
SEVERABILITY.  If any provision of this Contract is held by a court of competent jurisdiction to be contrary to law, the remaining 
provisions of this Contract will remain in full force and effect to the extent that such does not create an absurdity. 
 
CONSTRUCTION.  This Contract will be construed in accordance with the plain meaning of its language and neither for nor 
against the drafting party. 
 
HEADINGS.  The headings used herein are for the sole sake of convenience and will not be used to interpret any section. 
 
NOTICES.  For any notice under this Contract to be effective it must be made in writing and sent to the address of the 
appropriate contact provided elsewhere in the Contract, unless such party has notified the other party, in accordan ce wi th  th e 
provisions of this section, of a new mailing address.  This notice requirement will not apply to any no ti ces  th at th i s  Co n trac t 
expressly authorized to be made orally. 
 
CONTINUING OBLIGATIONS.  The terms of this Contract will survive the termination or expiration of the time for completion o f 
Project and the time for meeting any final payment of compensation, except where such creates an absurdity. 
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ATTACHMENT THREE:  GENERAL TERMS AND CONDITIONS 

PART SEVEN:  LAW & COURTS 
 
COMPLIANCE WITH LAW.  The Contractor agrees to comply with all applicable federal, state, and local laws in the conduc t o f 
the Work. 
 
DRUG-FREE WORKPLACE.  The Contractor will comply with all applicable state and Federal laws regarding keeping  a d rug -
free workplace.  The Contractor will make a good faith effort to ensure that all the Contractor employees, while working on state 
property, will not have or be under the influence of illegal drugs or alcohol or abuse prescription drugs in any way. 
 
CONFLICTS OF INTEREST.  No Personnel of the Contractor may voluntarily acquire any personal interest that co n fl i cts  wi th  
their responsibilities under this Contract.  Additionally, the Contractor will not knowingly permit any public official or public 
employee who has any responsibilities related to this Contract or the Project to acquire an interest in anything or any entity 
under the Contractor’s control if such an interest would conflict with that official’s or employee’s duties.  The Contractor will 
disclose to the State knowledge of any such person who acquires an incompatible or conflicting personal interest related to th i s  
Contract.  The Contractor will take steps to ensure that such a person does not participate in any action affecting the work 
under this Contract.  This will not apply when the State has determined, in light of the personal interest disclosed, that perso n 's  
participation in any such action would not be contrary to the public interest. 
 
OHIO ETHICS AND ELECTIONS LAW. 
 
1. Ethics Law 

 
All Contractors who are actively doing business with the State of Ohio or who are seeking to do business with the State o f 
Ohio are responsible to review and comply with all relevant provisions of O.R.C. Sections 102.01 to 102.09.  Contractor 
certifies that it is currently in compliance and will continue to adhere to the requirements of Ohio ethics laws. 

 
2. Political Contributions 

 
The Contractor affirms in its cover letter that, as applicable to the Contractor, all personal and business associ ates  are i n  
compliance with Chapter 3517 of the Revised Code regarding limitations on political contributions and will remain in 
compliance for the duration of the Contract and with all applicable provisions that extend beyond the expiration of the 
Contract. 
 

EQUAL EMPLOYMENT OPPORTUNITY.  The Contractor will comply with all state and federal laws regarding equal 
employment opportunity, including O.R.C. Section 125.111 and all related Executive Orders. 
 
Before a contract can be awarded or renewed, an Affirmative Action Program Verification Form must be completed using the 
Ohio Business Gateway Electronic Filing website http://gateway.ohio.gov.  Contractor must verify compliance on an annual 
basis for the duration of any contract. Approved Affirmative Action Plans can be found by going to the Equal Opportunity 
Division’s web site: https://eodreporting.oit.ohio.gov/affirmative-action. 
 
INJUNCTIVE RELIEF.  Nothing in this Contract is intended to limit the State's right to injunctive relief if such is necessary to 
protect its interests or to keep it whole. 
 
ASSIGNMENT.  The Contractor may not assign this Contract or any of its rights or obligations under this Contract wi th out th e 
prior, written consent of the State. 
 
GOVERNING LAW.  This Contract will be governed by the laws of Ohio, and venue for any disputes will lie exclusively with th e 
appropriate court in Franklin County, Ohio. 
 
ORC 9.76(B).  Pursuant to Ohio Revised Code 9.76 (B) Contractor warrants that Contractor is not boycotting an y  j ur i sdic ti on 
with whom the State of Ohio can enjoy open trade, including Israel, and will not do so during the contract period. 
 

https://gateway.ohio.gov/wps/portal/gateway/BusinessGateway/Home/!ut/p/z1/04_Sj9CPykssy0xPLMnMz0vMAfIjo8ziDRw9PT0sLQz8_L2NTQ0czU38Lb1czAwMLEz1wyEKcABHA_0oovTjVhCF3_hw_Sj8VpjAFOA2oyA3NMIg01ERABHd65E!/dz/d5/L2dBISEvZ0FBIS9nQSEh/
https://eodreporting.oit.ohio.gov/affirmative-action
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ATTACHMENT FOUR 

CONTRACT 
 

 
This Contract, which results from RFP CSP902522, entitled Ohio Department of Commerce Division of Securities Forensic 
Accounting Services is between the State of Ohio, through the Department of Administrative Services, Office of Procurement 
Services, on behalf of the Ohio Department of Commerce (the "State") and 
 

             
(the "Contractor"). 

 
If this RFP results in a contract award, the Contract will consist of this RFP including all attachments, written  ad d en d a to  th i s  
RFP, the Contractor's proposal, and written, authorized addenda to the Contractor's proposal. It will also include any mater i al s  
incorporated by reference in the above documents and any purchase orders and change orders issued under the Contract. The 
form of the Contract is this one (1) page attachment to the RFP, which incorporates by reference all the documen ts  i d en ti f i ed 
above.  The general terms and conditions for the Contract are contained in another attachment to the RFP. If there are 
conflicting provisions between the documents that make up the Contract, the order of precedence for the documents is as 
follows: 
 
1. This RFP, as amended; 
2. The documents and materials incorporated by reference in the RFP; 
3. The Contractor's Proposal, as amended, clarified, and accepted by the State; and 
4. The documents and materials incorporated by reference in the Contractor's Proposal. 
 
Notwithstanding the order listed above, change orders and amendments issued after the Contract is executed may  exp ress l y  
change the provisions of the Contract. If they do so expressly, then the most recent of them will take precedence over anythi ng  
else that is part of the Contract. 
 
This Contract has an effective date of the later of July 15, 2021 or the occurrence of all condition’s precedent sp ec if i ed i n  th e 
General Terms and Conditions. 
 
IN WITNESS WHEREOF, the parties have executed this Contract as of the dates below. 
 
 
 
 
 
 
 
 
  Department of Administrative Services  
(Contractor)  (State of Ohio Agency) 
 
 
    
(Signature)  (Signature) 
 
 
  Matthew Whatley  
(Printed Name) (Printed Name) 
 
 
  Interim Director, Department of Administrative Services  
(Title)  (Title) 
 
 
    
(Date)  (Date) 
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ATTACHMENT FIVE A 

OFFEROR PROFILE FORM 
 

Offeror’s Legal Name: 
 
 

Address: 

Phone Number: 
 
 

Fax Number: E-mail Address: 

Home Office Location: 
 
 

Date Established: Ownership: 

Firm Leadership: 
 
 

Number of Employees: Number of Employees Directly involved in Tasks 
Directly Related to the Work: 
 
 

Additional Background Information: 
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ATTACHMENT FIVE B 

OFFEROR PRIOR PROJECT FORM 
 
 

Customer Company Name: Contact:  

Address:  
 

Phone Number:   
 
E-mail:   

Project Name:  Beginning Date of Project 
(Month/Year):  

Ending Date of Project 
(Month/Year):  

The Offeror must document previous experience and expertise by providing a minimum of three (3) previous projects, similar  
in size and complexity, in the previous five (5) years.  These projects must be of similar size, scope, and nature.  Detai l s  o f 
the similarities must be included.  Attachment Five B, C, and D must be filled out completely for each of the three (3) projects  
provided.  The Offeror must use these forms and fill them out completely to provide the Offeror requirement information.  
Failure to recreate the form accurately to include all fields, may lead to the rejection of the Offeror’s Proposal.  
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ATTACHMENT FIVE C 

OFFEROR PRIOR PROJECT FORM 
 
 

Customer Company Name: Contact:  

Address:  
 

Phone Number:   
 
E-mail:   

Project Name:  Beginning Date of Project 
(Month/Year):  

Ending Date of Project 
(Month/Year):  

The Offeror must document previous experience and expertise by providing a minimum of three (3) previous projects, similar  
in size and complexity, in the previous five (5) years.  These projects must be of similar size, scope, and nature.  Detai l s  o f 
the similarities must be included.  Attachment Five B, C, and D must be filled out completely for each of the three (3) projects  
provided.  The Offeror must use these forms and fill them out completely to provide the Offeror requirement information.  
Failure to recreate the form accurately to include all fields, may lead to the rejection of the Offeror’s Proposal.  
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ATTACHMENT FIVE D 

OFFEROR PRIOR PROJECT FORM 
 
 

Customer Company Name: Contact:  

Address:  
 

Phone Number:   
 
E-mail:   

Project Name:  Beginning Date of Project 
(Month/Year):  

Ending Date of Project 
(Month/Year):  

The Offeror must document previous experience and expertise by providing a minimum of three (3) previous projects, similar  
in size and complexity, in the previous five (5) years.  These projects must be of similar size, scope, and nature.  Detai l s  o f 
the similarities must be included.  Attachment Five B, C, and D must be filled out completely for each of the three (3) projects  
provided.  The Offeror must use these forms and fill them out completely to provide the Offeror requirement information.  
Failure to recreate the form accurately to include all fields, may lead to the rejection of the Offeror’s Proposal.  
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ATTACHMENT SIX 

OFFEROR REFERENCES 
 

Three (3) professional references who have received services from the Offeror in the past five (5) years 
 
Company Name: 
 

Contact Name: 

Address: 
 

Phone Number: 
 
E-Mail Address: 

Project Name: 
 

Beginning Date of Project: 
(Month/Year) 
 

Ending Date of Project: 
(Month/Year) 
 

Description of project size, complexity, and the Offeror’s role in this project. 
 
 
 
 
 
 
 
 
 
Company Name: 
 

Contact Name: 

Address: 
 

Phone Number:  
 
E-Mail Address: 

Project Name: 
 

Beginning Date of Project: 
(Month/Year) 
 

Ending Date of Project: 
(Month/Year) 
 

Description of project size, complexity, and the Offeror’s role in this project. 
 
 
 
 
 
 
 
 
 
Company Name: 
 

Contact Name: 

Address: 
 

Phone Number: 
 
E-Mail Address: 

Project Name: 
 

Beginning Date of Project: 
(Month/Year) 
 

Ending Date of Project: 
(Month/Year) 
 

Description of project size, complexity, and the Offeror’s role in this project. 
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ATTACHMENT SEVEN A 

OFFEROR’S CANDIDATE REFERENCES 
 

Candidate’s Name:    
 
Candidate’s Proposed Position:    
 
Three (3) professional references who have received services from the candidate in the past three (3) years 
 
Company Name: 
 

Contact Name: 

Address: 
 

Phone Number: 
E-mail: 

Project Name: 
 

Beginning Date of Project: 
Month/Year 

Ending Date of Project: 
Month/Year 

Description of project size, complexity, and the candidate’s role in this project. 
 
 
 
 
 
 
 
 
 
Company Name: 
 

Contact Name: 

Address: 
 

Phone Number: 
E-mail: 

Project Name: 
 

Beginning Date of Project: 
Month/Year 

Ending Date of Project: 
Month/Year 

Description of project size, complexity, and the candidate’s role in this project. 
 
 
 
 
 
 
 
 
 
Company Name: 
 

Contact Name: 
 

Address: 
 

Phone Number: 
E-mail: 

Project Name: 
 

Beginning Date of Project: 
Month/Year 

Ending Date of Project: 
Month/Year 

Description of project size, complexity, and the candidate’s role in this project. 
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ATTACHMENT SEVEN B 

OFFEROR’S CANDIDATE INFORMATION 
EDUCATION, TRAINING, LICENSURE, AND CERTIFICATIONS 

 
Candidate’s Name:     
 
Education and Training:  This section must be completed to list the education and training of the proposed candidate. 
 
 

Name and Address Months/Years Degree/Major 
College 
 
 
 
 

  

Technical School 
 
 
 
 

  

Licenses 
 
 
 
 

  

Certifications 
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ATTACHMENT SEVEN C 

OFFEROR’S CANDIDATE EXPERIENCE REQUIREMENT 
 

Candidate’s Name:    
 
Candidate’s Proposed Position:    
 
Client Company Name: 
 

Client’s Project Supervisor Contact Name: 

Address: 
 
 

Phone Number: 
 
E-Mail: 

Project Name: Beginning Date of Project: 
Month/Year 

Ending Date of Project: 
Month/Year 

Description of the related services provided: 
 
 
 
 
 
Client Company Name: 
 

Client’s Project Supervisor Contact Name: 

Address: 
 
 

Phone Number: 
 
E-Mail: 

Project Name: Beginning Date of Project: 
Month/Year 

Ending Date of Project: 
Month/Year 

Description of the related services provided: 
 
 
 
 
 
Client Company Name: 
 

Client’s Project Supervisor Contact Name: 

Address: 
 
 

Phone Number: 
 
E-Mail: 

Project Name: Beginning Date of Project: 
Month/Year 

Ending Date of Project: 
Month/Year 

Description of the related services provided: 
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ATTACHMENT EIGHT 

OFFEROR PERFORMANCE FORM 
 
 

The Offeror must provide the following information for this section for the past seven (7) years. Please indicate yes or no in 
each column. 
 

Yes/No Description 

 The Offeror has had a contract terminated for default or cause. If so, the Offeror must submit full details, 
including the other party's name, address, and telephone number. 

 

The Offeror has been assessed any penalties in excess of five thousand dollars ($5,000), including liquidated 
damages, under any of its existing or past contracts with any organization (including any governmental entity). 
If so, the Offeror must provide complete details, including the name of the other organization, the reason for 
the penalty, and the penalty amount for each incident. 

 The Offeror was the subject of any governmental action limiting the right of the Offeror to do business with that 
entity or any other governmental entity. 

 Has trading in the stock of the company ever been suspended?  If so, provide the date(s) and explanation(s). 

 
The Offeror, any officer of the Offeror, or any owner of a twenty percent (20%) interest or greater in the Offeror 
has filed for bankruptcy, reorganization, a debt arrangement, moratorium, or any proceeding under any 
bankruptcy or insolvency law, or any dissolution or liquidation proceeding. 

 The Offeror, any officer of the Offeror, or any owner with a twenty percent (20%) interest or greater in the 
Offeror has been convicted of a felony or is currently under indictment on any felony charge. 

 
If the answer to any item above is affirmative, the Offeror must provide complete details about the matter. While an affirmative 
answer to any of these items will not automatically disqualify an Offeror from consideration, at the sole discretion o f th e State, 
such an answer and a review of the background details may result in a rejection of the Offeror’s proposal. The State wi l l  make 
this decision based on its determination of the seriousness of the matter, the matter’s possible impact on the Offeror’s 
performance on the project, and the best interests of the State. 
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ATTACHMENT NINE 

COST SUMMARY FORM 
 
Ohio Department of Commerce Division of Securities Forensic Accounting Services  
 
CSP902522 
 
UNSPSC CATEGORY CODE:  84110000 
 
ESTIMATED ANNUAL EXPEDITURE:  $300,000.00 
 
 

DESCRIPTION 
*QUANTITY 

TO BE 
EVALUATED 

UNIT OF 
MEASURE COST 

Certified Forensic Accountant Hourly Rate 500 Hour $ 

Junior Accountant Hourly Rate 250 Hour $ 

Support Staff Hourly Rate 250 Hour $ 

Electronic Data Storage Monthly Rate (Estimated 75 GB) 12 Monthly $ 

Document Copy Per Page 1000 Each $ 

 
 
* The State has established a Per Hour, Per Month, and Each rates listed within this table for purposes of evaluation only. 
Actual work will be directed by the Agency to the awarded Contractor. 
 
All costs must be in U.S. Dollars. 
The State will not be responsible for any costs not identified. 
There will be no additional reimbursement for travel or other related expenses. 
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Supplement S 
State Inf ormation Security and Privacy Requirements 

State Data  Handl ing Requirements 
Revision History: 

Date: Description of Change: Version 

10/01/2019 
Updated the State Information Security and 
Privacy Requirements as well as the State Data 
Handling Requirements to align with current 
practices. 
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Office of Information Security and Privacy 
Main Number: 614-644-9391 
30 E Broad Street, 19th Floor 
Columbus, Ohio 43215 
infosec.ohio.gov 

State Information Security, Privacy and Data Handling 
Requirements Instructions 

When providing a response to this Supplement, please follow the instructions below and frame your 
response as it relates to your proposed solution e.g., cloud (Software as a Service, Platform as a Service,  
or Infrastructure as a Service), on-premises, or hybrid.  
1. After each specific requirement the offeror must provide a response on how the requirement wi l l 

be met or indicate if it is not applicable and why.  

 
2. In the event there is a security or privacy requirement outlined in this supplement that needs to be 

met by a compensating control, please identify it in Appendix A – Compensating Controls to 
Security and Privacy Requirements. Please be sure to provide a rationale for the change.  

Reference Current Language Contractor’s  
Proposed Change 

Rationale of Proposed 
Change 

Example: 
 

Supplement 2 
- Page 11 

Example: Provide vulnerability 
management services for the 
Contractor’s internal secure 
network connection, including 
supporting remediation for 
identified vulnerabilities as 
agreed. As a minimum, the 
Contractor must provide 
vulnerability scan results to the 
State monthly. 

Example: Provide vulnerability 
management services for the 
Contractor’s internal secure 
network connection, including 
supporting remediation for 
identified vulnerabilities as 
agreed. As a minimum, the 
Contractor must provide 
vulnerability scan results to the 
State weekly. 

Per company policy 
vulnerability report are 
only provided to 
customers on a quarterly 
basis. 

 
3. Upon completion, please submit the security supplement responses with the proposal 

documentation.
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Overview and Scope 
This supplement shall apply to the Contracts for all work, services, locations (e.g., cloud (Software as a Service,  
Platform as a Service, or Infrastructure as a Service), on-premises, or hybrid) along with the computing elements 
that the Contractor will perform, provide, occupy, or utilize in conjunction with the delivery of work to the State and 
any access to State resources in conjunction with the delivery of work.  

The selected Contractor will accept the security and privacy requirements outlined in this supplement in their 
entirety as they apply to the services being provided to the State. The Contractor will be responsible for 
maintaining information security in environments under the Contractor’s management and in accordance with 
State IT security policies and standards. 

This scope shall specifically apply to: 

• Major and minor projects, upgrades, updates, fixes, patches, and other software and systems 
inclusive of all State elements or elements under the Contractor’s responsibility utilized by the 
State. 

• Any systems development, integration, operations, and maintenance activities performed by the 
Contractor. 

• Any authorized change orders, change requests, statements of work, extensions, or amendments 
to this contract. 

• Contractor locations, equipment, and personnel that access State systems, networks or data 
directly or indirectly. 

• Any Contractor personnel or sub-contracted personnel that have access to State confidential, 
personal, financial, infrastructure details or sensitive data. 

The terms in this supplement are in addition to the Contract terms and conditions. In the event of a conflict for 
whatever reason, the highest standard contained in this contract shall prevail. 

Please note that any proposed compensating controls to the security and privacy 
requirements outlined in this supplement are required to be identified in Appendix A – 
Compensating Controls to Security and Privacy Requirements. Contractors are asked 
not to make any changes to the language contained within this supplement. 

State Requirements Applying to All Solutions 
This section describes the responsibilities for both the selected Contractor and the State of Ohio as it pertains to 
State information security and privacy standards and requirements for all proposed solutions whether c loud,  on-
premises, or hybrid based. The Contractor will comply with State of Ohio IT security and  privacy policies and 
standards as they apply to the services being provided to the State. A l is t of  IT po licy and s tandard l inks is 
provided in the State IT Policy and Standard Requirements and State IT Service Requirements supplement.   

1. State Information Security and Privacy Standards and Requirements 

The Contractor is responsible for maintaining the security of information in accordance with State security policies 
and standards. If the State is providing the network layer, the Contractor must be responsible for maintaining the 
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security of the information in environment elements that are accessed, utilized, developed, or managed. In either 
scenario, the Contractor must implement information security policies, standards, and capabilities as set  forth in 
statements of  work and adhere to State policies and use procedures in a manner that does not diminish 
established State capabilities and standards. 

1.1. The Offeror’s Responsibilities 

The of feror’s responsibilities with respect to security services include the following, where applicable: 

1.1.1. Support State IT security policies and standards, which includes the development, maintenance, updates, 
and implementation of security procedures with the State’s rev iew and  approval,  including physical 
access strategies and standards, User ID approval procedures, and a security incident action plan. 

1.1.2. Support the implementation and compliance monitoring as per State IT security policies and standards. 

1.1.3. If  the Contractor identifies a potential issue with maintaining an “as provided” State infrastructure element 
in accordance with a more stringent State level security policy, the Contractor shall identify and 
communicate the nature of  the issue to the State, and, if  possible, outline potential remedies for 
consideration by the State. 

1.1.4. Support intrusion detection and prevention, including prompt State notif ication of  such events and 
reporting, monitoring, and assessing security events. 

1.1.5. Provide vulnerability management services for the Contractor’s internal secure network connection, 
including supporting remediation for identified vulnerabilities as agreed. At a minimum, the Contrac tor 
shall provide vulnerability scan results to the State monthly. 

1.1.6. Develop, maintain, update, and implement security procedures, with State review and approval, including 
physical access strategies and standards, ID approval procedures and a security incident response plan. 

1.1.7. Manage and administer access to the systems, networks, system software, systems files, State data, and 
end users if  applicable. 

1.1.8. Install and maintain current versions of  system sof tware security, assign and reset passwords per 
established procedures, provide the State access to create User IDs, suspend and delete inactive User 
IDs, research system security problems, maintain network access authority, assist in p rocessing State 
security requests, perform security reviews to confirm that adequate security procedures are in p lace on 
an ongoing basis, provide incident investigation support (jointly with the  State), and provide environment 
and server security support and technical advice. 

1.1.9. Develop, implement, and maintain a set of automated and manual processes to ensure that data access 
rules are not compromised. 

1.1.10. Perform physical security functions (e.g., identification badge controls  and alarm responses) at  the 
facilities under the Contractor’s control. 

1.2 The State’s Responsibilities 

The State will: 

1.2.1. Develop, maintain, and update the State IT security policies, including applicable State informat ion risk 
policies, standards, and procedures. 
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1.2.2. Provide the Contractor with contact information for security and program personnel for incident report ing 
purposes. 

1.2.3. Provide a State resource to serve as a single point of contact, with responsibi li ty for account security  
audits. 

1.2.4. Support intrusion detection, prevention, and vulnerability scanning pursuant to State IT security policies. 

1.2.5. Conduct a Security and Data Protection Audit, if deemed necessary, as part of the testing process. 

1.2.6. Provide audit findings material for the services based upon the security policies, standards and practices  
in ef fect as of the effective date and any subsequent updates. 

1.2.7. Assist the Contractor in performing a baseline inventory of  User IDs for the systems for which the 
Contractor has security responsibility. 

1.2.8. Authorize user IDs and passwords for State personnel for the system’s sof tware,  sof tware tools and  
network infrastructure systems and devices under Contractor management. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement shall not be modified. 
 

 

1.3. Periodic Security and Privacy Audits 

The State will be responsible for conducting periodic security and privacy audits and will generally utilize 
members of the Office of Information Security and Privacy, the Office of Budget  and Management – Of f ice of  
Internal Audit, and the Auditor of State, depending on the focus area of the audit. Should an audit issue or finding 
be discovered, the following resolution path shall apply: 

If  a security or privacy issue exists in any of the IT resources furnished to the Contractor by the State (e.g., code,  
systems, computer hardware and software), the State will have responsibility to address or resolve the issue. The 
State may elect to work with the Contractor, under mutually agreeable terms for resolution services o r the State 
may elect to address the issue independent of the Contractor. The Contractor is responsible for resolving any 
security or privacy issues that exist in any of the IT resources they provide to the State. 

For in-scope environments and services, all new systems implemented or deployed by the Contractor must  
comply with State security and privacy policies and standards. 
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Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.3.1. State Penetration and Controls Testing 

The State may, at any time in its sole discretion, elect to perform a Security and Data Protec tion Audit . This  
includes a thorough review of Contractor controls, security/privacy functions and procedures, data s torage and 
encryption methods, backup/restoration processes, as well as security penetration testing and validat ion. The 
State may utilize a third-party Contractor to perform such activities to demonstrate that all security,  privacy , and 
encryption requirements are met.  

State acceptance testing will not proceed until the Contractor cures, according to the State’s written satisfact ion,  
all f indings, gaps, errors or omissions pertaining to the audit. Such testing will be scheduled with the Contractor at 
a mutually agreed upon time. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.3.2. System Security Plan 

A completed System Security Plan must be provided by the Contractor to the State and the primary point  of  
contact from the Office of Information Security and Privacy no later than the end of the project development phase 
of  the System Development Life Cycle (SDLC). The plan must be updated annually or when major changes occur 
within the solution. The templates referenced below are the required format for submitting security  plans to the 
State. 

Ohio Security Plan 
Template.docx  
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Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.3.3. Risk Assessment 

A Risk Assessment report completed within the past 12 months must be provided to the State and the p rimary 
point of contact from the Office of Information Security and Privacy no later than the project development phase of 
the System Development Life Cycle (SDLC). A new risk assessment must be conducted every two years, or as  a 
result of significant changes to infrastructure, a system or application environment , o r following a s ignif icant 
security incident. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.4. Security and Data Protection  

All solutions must classify data per State of Ohio IT-13 Data Classification policy  and per the sensitivity and 
criticality, must operate at the appropriate baseline (low, moderate, high)  as  def ined in Nat ional Ins t itute of  
Standards and Technology (NIST) Special Publication (SP) 800-53, “Security and Privacy Controls  for Federal 
Information Systems and Organizations” (current, published version), be consis tent  with Federal Information 
Security Management Act (“FISMA 2014”) requirements, and offer a customizab le and  extendable capabili ty 
based on open-standards APIs that enable integration with third party applications.  The solution must provide the 
State’s systems administrators with 24x7 visibility into the services through a real-time web-based “dashboard” 
capability that enables them to monitor, in real or near real time, the services’ performance against the 
established service level agreements and promised operational parameters. 

If  the solution is cloud based, the Contractor must obtain an annual audit that meets the American Ins t itute of  
Certif ied Public Accountants (AICPA) Statements on Standards for Attestation Engagements (“SSAE”) No.  16,  
Service Organization Control 1 Type 2 and Service Organization Control 2 Type 2.   The aud it  must  cover al l  
operations pertaining to the Services covered by this Agreement.  The audit will be at  the sole expense of  the 
Contractor and the results must be provided to the State within 30 days of its completion each year. 

At no cost to the State, the Contractor must immediately remedy any issues, material weaknesses, or other items 
identified in each audit as they pertain to the Services.   
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Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.5. Data  

1.5.1. “State Data” includes all data and information created by, created for, or related to the ac tivit ies  of the 
State and any information from, to, or related to all persons that conduct business or personal activit ies  with the 
State, including, but not limited to Sensitive Data. 

1.5.2. “Sensitive Data” is any type of  data that presents a high or moderate degree of  risk if  released or 
 disclosed without authorization. Sensitive Data includes but not limited to: 

  1.5.2.1. Certain types of personally identifiable information (PII) that is also sensitive, such as medical  
   information, social security numbers, and financial account numbers. 

 1.5.2.2. Federal Tax Information (FTI) under IRS Special Publication 1075,  

 1.5.2.3. Protected Health Information (PHI) under the Health Insurance Portability and Accountability Act  
  (HIPAA)  

 1.5.2.4. Criminal Justice Information (CJI) under Federal Bureau of Investigation’s Criminal Justice  
   Information Services (CJIS) Security Policy.  

 1.5.2.5. The data may also be other types of information not associated with an individual such as  
   security and infrastructure records, trade secrets, and business bank account information.  

 

1.6. Protection and Handling the State’s Data 

To protect State Data as described in this contract, the Contractor must use due diligence to ensure computer 
and telecommunications systems and services involved in storing, using, or transmitting State Data are secure 
and to protect State Data from unauthorized disclosure, modification, use or destruction.  

To accomplish this, the Contractor must adhere to the following requirements regarding State Data: 

1.6.1. Maintain in confidence State Data it may obtain, maintain, process, or otherwise receive from or through 
 the State in the course of the contract. 

1.6.2. Use and permit its employees, officers, agents, and subcontractors to use any State Data received f rom 
 the State solely for those purposes expressly contemplated by the contract. 

1.6.3. Not sell, rent, lease, disclose, or permit its employees, officers, agents, and sub-contractors to sell , rent , 
 lease, or disclose, any such State Data to any third party, except as permitted under this contrac t or 
 required by applicable law, regulation, or court order. 
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1.6.4. Take all commercially reasonable steps to (a) protect the confidentiality of State Data received f rom the 
 State and (b) establish and maintain physical, technical, and administrative safeguards to prevent 
 unauthorized access by third parties to State Data received by the Contractor f rom the State. 

1.6.5. Apply appropriate risk management techniques to balance the need for security measures against the 
 sensitivity of the State Data. 

1.6.6. Ensure that its internal security policies, plans, and procedures address the basic security  elements of  
 conf identiality, integrity, and availability of State Data. 

1.6.7. Align with existing State Data security policies, standards and procedures designed to ensure the 
 following: 

 1.6.7.1. Security and confidentiality of State Data 

 1.6.7.2. Protection against anticipated threats or hazards to the security or integrity of State Data 

 1.6.7.3. Protection against the unauthorized access to, disclosure of, or use of State Data 

1.6.8. Suggest and develop modifications to existing data security policies and procedures o r draf t  new data 
 security policies and procedures when gaps are identified. 

1.6.9. Maintain appropriate access control and authorization policies, plans, and procedures to protec t system 
 assets and other information resources associated with State Data. 

1.6.10. Give access to State Data only to those individual employees, officers, agents, and sub-contractors  who 
 reasonably require access to such information in connection with the performance of  Contractor’s 
 obligations under this contract. 

1.6.11. Maintain appropriate identification and authentication processes for information sys tems and services 
 associated with State Data. 

1.6.12. Any Sensitive Data at rest, transmitted over a network, or taken off-site via portable/ removable media 
 must be encrypted pursuant to the State’s data encryption standard, Ohio IT Standard ITS-SEC- 
 01, “Data Encryption and Cryptography,” and Ohio Administrative Policy IT-14,  “Data Encryption and 
 Securing State Data.” 

1.6.13. Any data encryption requirement identif ied in this supplement means encryption that complies with 
 National Institute of Standards and Technology’s Federal Information Processing Standard 140-2 as  
 demonstrated by a valid FIPS certificate number. 

1.6.14. Maintain plans and policies that include methods to protect against security and integrity threats and 
 vulnerabilities, as well as detect and respond to those threats and vulnerabilities. 

1.6.15. Implement and manage security audit logging on information systems, including computers and network 
 devices. 

1.6.16. Cooperate with any attempt by the State to monitor Contractor’s compliance with the foregoing 
 obligations as reasonably requested by the State. The State will be responsible for all costs incurred by 
 the Contractor for compliance with this provision of this subsection. 

1.6.17   Upon request by the State, promptly destroy or return to the State, in a format designated by the State, all 
State Data received from or through the State. 
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Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.7. Contractor Access to State Network Systems and Data 

The Contractor must maintain a robust boundary security capability that incorporates generally recognized system 
hardening techniques. This includes determining which ports and services are required to support access to 
systems that hold State Data, limiting access to only these ports, and disabling all others.  

To do this, the Contractor must: 

1.7.1 Use assets and techniques such as properly configured firewalls, a demilitarized zone for handling public 
traf f ic, host-to-host management, Internet protocol specif icat ion for source and dest ination, s trong 
authentication, encryption, packet filtering, activity logging, and implementation of system security f ixes  
and patches as they become available. 

1.7.2. Use multifactor authentication to limit access to systems that contain Sensitive Data, such as Personally 
Identif iable Information. 

1.7.3. Assume all State Data is both confidential and critical for State operations.  The Contractor’s security 
policies, plans, and procedures for the handling, storage, backup, access, and, if appropriate, destruction 
of  State Data must be commensurate to this level of sensitivity unless the State instructs the Contrac tor 
otherwise in writing.  

1.7.4. Employ appropriate intrusion and attack prevention and detection capabilities. Those capabil i ties must  
track unauthorized access and attempts to access State Data, as well as attacks on the Contractor’s  
inf rastructure associated with the State Data. Further, the Contractor must monitor and  appropriately 
address information from its system tools used to prevent and detect unauthorized access to and attacks 
on the inf rastructure associated with the State Data. 

1.7.5. Use appropriate measures to ensure that State Data is secure before transferring control of any sys tems 
or media on which State data is stored. The method of securing the State Data must be in alignment with 
the required data classification and risk assessment outcomes, and may include secure overwriting, 
destruction, or encryption of the State data before transfer of control in alignment with NIST SP 800-88.  
The transfer of any such system or media must be reasonably necessary for the performance of the 
Contractor’s obligations under this contract. 

1.7.6. Have a business continuity plan in place that the Contractor tests and updates no less than annually. The 
plan must address procedures for responses to emergencies and other business interruptions. Part of the 
plan must address backing up and storing data at a location sufficiently remote from the facilities at which 
the Contractor maintains State Data in case of loss of State Data at the primary site. The Contractor’s 
backup solution must include plans to recover from an intentional deletion attempt by a remo te at tacker 
exploiting compromised administrator credentials. 
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The plan also must address the rapid restoration, relocation, or replacement of resources associated with 
the State Data in the case of a disaster or other business interruption. The Contractor’s business 
continuity plan must address short- and long-term restoration, relocation, or replacement of resources 
that will ensure the smooth continuation of operations related to the Sensitive Data. Such resources may 
include, among others, communications, supplies, transportation, space, power and environmental 
controls, documentation, people, data, software, and hardware. The Contractor also must provide for 
reviewing, testing, and adjusting the plan on an annual basis.  

1.7.7. Not allow State Data to be loaded onto portable computing devices or portable storage components  or 
media unless necessary to perform its obligations under this contract. If necessary, for such performance, 
the Contractor may permit State Data to be loaded onto portable computing devices or portable s torage 
components or media only if adequate security measures are in place to ensure the integrity and security 
of  State Data. Those measures must include a policy on physical security and appropriate encryption for 
such devices to minimize the risk of  thef t and unauthorized access as well as a prohibition against 
viewing sensitive or confidential data in public or common areas.  

1.7.8. Ensure that portable computing devices have anti-virus sof tware, personal f irewalls, and system 
password protection. In addition, State Data must be encrypted when stored on any portable computing 
or storage device or media or when transmitted across any data network.  

1.7.9. Maintain an accurate inventory of all such devices and the individuals to whom they are assigned. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.8. State Network Access (VPN) 

Any remote access to State systems and networks, Contractor or otherwise, must employ secure data 
transmission protocols, including transport layer security (TLS) and public key authent ication, s igning and/or 
encryption. In addition, any remote access solution must use Secure Multipurpose Internet  Mail Extensions 
(S/MIME) to provide encryption and non-repudiation services through digital certificates and the provided public 
key inf rastructure (PKI).  Multifactor authentication must be employed for users with privileged network access by 
State provided solutions. 
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Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

1.9. Portable Devices and Media 

The Contractor must have reporting requirements for lost or stolen portable computing devices authorized for use 
with State Data and must report any loss or theft of such devices to the State in writing as def ined in Section 3 
Contractor Responsibilities Related to Reporting of Concerns, Issues and Security/Privacy Issues. The Contractor 
must have a written policy that defines procedures for how the Contractor must detect, evaluate, and respond to 
adverse events that may indicate an incident or an attempt to attack or access State Data or the inf rast ructure 
associated with State Data. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

2. State and Federal Data Privacy Requirements 

All systems and services must be designed and must function according to Fair Information Practice Principles 
(FIPPS), which are transparency, individual participation, purpose specification, data minimization, use limitation,  
data quality and integrity, security, accountability, and auditing.  

To the extent that personally identifiable information (PII) in a system is “protected health information” under the 
Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, the FIPPS principles must be 
implemented in alignment with the HIPAA Privacy Rule. To the extent that there is PII in a sys tem that is  not 
“protected health information” under HIPAA, the FIPPS principles must still be implemented and, when applicable, 
aligned to other laws or regulations. 

2.1 Contractor Requirements 

The Contractor specifically agrees to comply with state and federal confidentiality and information disclosure laws, 
rules and regulations applicable to the work associated with this Contract including but not limited to: 

2.1.1. United States Code 42 USC 1320d through 1320d-8 (HIPAA). 

2.1.2. Code of Federal Regulations for Public Health and Public Welfare: 42 CFR 431.300, 431.302,  431.305, 
431.306, 435.945, 45 CFR164.502 (e) and 164.504 (e). 
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2.1.3. Ohio Revised Code (ORC) 1347.01, 1347.04 through 1347.99, 2305.24, 2305.251, 3701.243, 3701.028, 
4123.27, 5101.26, 5101.27, 5160.39, 5168.13, and 5165.88. 

2.1.4. Corresponding Ohio Administrative Code Rules and Updates. 

2.1.5. Systems and services must support and comply with the State’s security operational support  model,  
which is aligned to NIST SP 800-53 (current, published version). 

2.1.6. IRS Publication 1075, Tax Information Security Guidelines for federal, state, and local agencies. 

2.1.7. Criminal Justice Information Systems Policy. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

2.2. Federal Tax Information (FTI) 

All computer systems receiving, processing, storing, or transmitting Federal Tax Information (FTI) must meet  the 
requirements defined in IRS Publication 1075.  

2.2.1. IRS 1075 Performance Requirements: 

In the performance of this contract, the contractor agrees to comply with and assume responsibility for compliance 
by his or her employees with the following requirements: 

2.2.1.1. All work involving FTI will be done under the supervision of the Contractor or the Contractor's employees. 

2.2.1.2. The contractor and the contractor’s employees with access to or who use FTI must meet the background 
 check requirements defined in IRS Publication 1075.  

2.2.1.3. Any federal tax return or return information made available in any format shall be used only for the 
purposes of performing this contract. Information contained in such material will be treated as confidential 
and will not be divulged or made known in any manner to any person except as may be necessary in the 
performance of this contract. Disclosure to anyone other than an officer or employee of the Contrac tor is  
prohibited. 

2.2.1.4. All federal tax returns and return information will be accounted for upon receipt  and properly  stored 
before, during, and af ter processing. In addition, all related output will be given the same level of  
protection as required for the source material. 

2.2.1.5. The Contractor certifies that the IRS data processed during the performance of  this contract  wil l  be 
completely purged from all data storage components of  i ts computer f ac i li ty, and  no output wil l  be 
retained by the Contractor af ter the work is completed. If  immediate purging of  all data storage 
components is not possible, the Contractor certif ies that any IRS data remaining in any storage 
component will be safeguarded to prevent unauthorized disclosure. 
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2.2.1.6. Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will  
be given to the State or its designee. When this is not possible, the Contractor will be responsible for the 
destruction of the spoilage or any intermediate hard copy printouts and  wil l p rovide the State o r i ts 
designee with a Statement containing the date of destruction, description of material destroyed, and the 
method used. 

2.2.1.7. All computer systems receiving, processing, storing or transmitting FTI must  meet the requirements 
 def ined in the IRS Publication 1075. To meet functional and assurance requirements, the security 
 features of the environment must provide for the managerial, operations, and technical IRS 1075 controls. 
 All security features must be available and activated to protect against unauthorized use of and access to 
 Federal Tax Information. 

2.2.1.8 No work involving Federal Tax Information furnished under this contract will be subcontracted without prior 
written approval of the IRS. 

2.2.1.9. The Contractor will maintain a list of employees authorized access.  Such l ist wil l  be provided to the 
agency and, upon request, to the IRS reviewing office. 

The agency will have the right to void the Contract if Contractor fails to provide the safeguards described above. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

2.2.2. IRS 1075 Criminal/Civil Sanctions 

2.2.2.1. Each officer or employee of any person to whom returns or return information is or may be disclosed wil l  
be notif ied in writing by such person that returns or return information disclosed to such of f icer or 
employee can be used only for a purpose and to the extent authorized herein, and that further disclosure 
of  any such returns or return information for a purpose or to an extent unauthorized herein constitutes a 
felony punishable upon conviction by a f ine of as much as $5,000 or imprisonment for as long as 5 years,  
or both, together with the costs of prosecution. Such person shall also notify each such of f icer and 
employee that any such unauthorized further disclosure of returns or return information may also result in 
an award of  civil damages against the officer or employee in an amount not less than $1,000 with respect  
to each instance of unauthorized disclosure. These penalties are prescribed by IRCs 7213 and 7431 and 
set forth at 26 CFR 301.6103(n)-1. 

2.2.2.2. Each officer or employee of any person to whom returns or return information is or may be disclosed shall 
be notified in writing by such person that any return or return information made available in any format 
shall be used only for the purpose of carrying out the provisions of this contract. Information contained in 
such material shall be treated as confidential and shall not be divulged or made known in any manner to 
any person except as may be necessary in the performance of the contract. Inspection by or disclosure to 
anyone without an official need-to-know constitutes a criminal misdemeanor punishable upon convict ion 
by a f ine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of  
prosecution. Such person shall also notify each such officer and employee that any such unauthorized 
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inspection or disclosure of the officer or employee (United States for Federal employees) in an amount  
equal to the sum of the greater of $1,000 for each act of unauthorized inspection or d isclosure with 
respect to which such defendant is found liable or the sum of  the ac tual damages sustained by the 
plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or 
disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These 
penalties are prescribed by IRC 7213A and 7431. 

2.2.2.3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for 
improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1),  
which is made applicable to Contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of 
a Contractor, who by virtue of his/her employment or official position, has possession of  or access to 
agency records which contain individually identifiable information, the disclosure of which is prohibited by 
the Privacy Act or regulations established thereunder, and who knowing that disclosure of  the specif ic  
material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to 
receive it, shall be guilty of a misdemeanor and fined not more than $5,000. 

 

2.2.3. Inspection 

The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the offices and plants 
of  the Contractor for inspection of the facilities and operations performing any work under this contract  for 
compliance with requirements defined in IRS Publication 1075. The IRS’ right of inspection shall include the use 
of  manual, and/or automated scanning tools to perform compliance and vulnerability assessment of  informat ion 
technology (IT) assets that access, store, process or transmit FTI. On the basis of such inspect ion, correct ive 
actions may be required in cases where the Contractor is found to be noncompliant with contract safeguards. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

2.3. Disclosure 

Disclosure to Third Parties. This Contract must not be deemed to prohibit disclosures in the following cases:  

2.3.1. Required by applicable law, regulation, court order or subpoena; provided that, if the Contractor or any of  
its representatives are ordered or requested to disclose any information provided by the State,  whether 
Sensitive Data or otherwise, pursuant to court or administrative order, subpoena, summons, or other legal 
process or otherwise believes that disclosure is required by any law, ordinance, rule or regulation, 
Contractor must notify the State within 24 hours in order that the State may have the opportunity to seek 
a protective order or take other appropriate action. Contractor must also cooperate in the State’s efforts to 
obtain a protective order or other reasonable assurance that confidential treatment will be accorded the 
information provided by the State. If, in the absence of a protective order, Contractor is  compelled as  a 
matter of law to disclose the information provided by the State, Contrac tor may d isclose to the party 
compelling disclosure only the part of such information as is required by law to be disclosed (in which 
case, prior to such disclosure, Contractor must advise and consult with the State and its counsel as to the 
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scope of  such disclosure and the nature of  wording of  such disclosure) and Contractor must use 
commercially reasonable efforts to obtain confidential treatment for the information: 

2.3.1.1. To State auditors or regulators. 

2.3.1.2. To service providers and agents of either party as permitted by law, provided that such service 
 providers and agents are subject to binding confidentiality obligations. 

2.3.1.3. To the professional advisors of either party, provided that such advisors are obligated to maintain 
 the confidentiality of the information they receive.  

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

2.4. Background Investigations of Contractor Personnel 

Contractor agrees that (1) the State of Ohio will conduct background investigations on Contractor personnel who 
will perform Sensitive Services (as defined below), and (2) no ineligible personnel will perform Sensitive Services 
under this contract. The term “ineligible personnel” means any person who (a) has been convicted at any t ime of  
any criminal offense involving dishonesty, a breach of trust, money laundering, or who has entered into a pre-trial 
diversion or similar program in connection with a prosecution for such offense, (b ) is  named by the Of fice of  
Foreign Asset Control (OFAC) as a Specially Designated National, or (c) has been convicted of a felony.  

“Sensitive Services” means those services that (i) require access to customer,  consumer,  or State employee 
information, (ii) relate to the State’s computer networks, information systems, databases or secure facilities under 
circumstances that would permit modifications to such systems, or (iii) involve unsuperv ised access to secure 
facilities.  

Contractors who will have access to Federal Tax Information (FTI) or Criminal Just ice Information (CJI) must  
complete a background investigation that is favorably adjudicated, prior to being permitted to access the 
information. In addition, existing Contractors with access to FTI or CJI that have not  completed a background 
investigation within the last 5 years must complete a background investigation that is favorably adjudicated, prior 
to being permitted to access the information. 

FTI or criminal justice background investigations will include: 

2.4.1. FBI Fingerprinting (FD-258) 

2.4.2. Local law enforcement agencies where the employee has lived, worked and/or attended school within the 
last f ive years 

2.4.3. Citizenship/residency eligibility to legally work in the United States 

2.4.4. New employees must complete USCIS Form I-9, which must be processed through the Federal E-Verify  
system 
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2.4.5. FTI training, with a 45 day wait period 

In the event that the Contractor does not comply with the terms of this section, the State may,  in i ts  sole and 
absolute discretion, terminate this Contract immediately without further liability. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

3. Contractor Responsibilities Related to Reporting of Concerns, Issues, and 
Security/Privacy Issues 

3.1. General 

If , over the course of the Contract  a security or privacy issue arises, whether detec ted by  the State,  a State 
auditor, or the Contractor, that was not existing within an in-scope environment or service prior to the 
commencement of any contracted service associated with this Contract, the Contractor must:  

3.1.1. Notify the State of the issue or acknowledge receipt of the issue within two (2) hours. 

3.1.2. Within forty-eight (48) hours from the initial detection or communication of  the issue f rom the State,  
present a potential exposure or issue assessment document to the State account representative and the 
State Chief  Information Security Officer with a high-level assessment as to resolution actions and a plan. 

3.1.3. Within four (4) calendar days, and upon direction from the State, implement, to the extent  commerc ially 
reasonable, measures to minimize the State’s exposure to the security or privacy issue until such time as 
the issue is resolved. 

3.1.4. Upon approval from the State, implement a permanent repair to the identified issue at  the Contractor’s 
cost. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

3.2. Actual or Attempted Access or Disclosure 
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If  the Contractor determines that there is any actual, attempted or suspected theft of, accidental disclosure of, loss 
of , or inability to account for any Sensitive Data by the Contractor or any of  i ts Subcontrac tors  (collect ively  
“Disclosure”) and/or any unauthorized intrusions into Contractor’s or any of its Subcontractor’s facilities or secure 
systems (collectively “Intrusion”), Contractor must immediately:  

3.2.1. Notify the State within two (2) hours of the Contractor becoming aware of the unauthorized disclosure o r 
intrusion. 

3.2.2. Investigate and determine if an intrusion and/or disclosure has occurred. 

3.2.3. Fully cooperate with the State in estimating the effect of the disclosure or intrusion and fully cooperate to 
mitigate the consequences of the disclosure or intrusion. 

3.2.4. Specify corrective action to be taken. 

3.2.5. Take corrective action to prevent further disclosure and/or intrusion.  

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

3.3. Unapproved Disclosures and Intrusions: Contractor Responsibilities 

The following are the responsibility of the Contractor to provide at its own cost: 

3.3.1. The Contractor must, as soon as is practical, make a report to the State including details of the disclosure 
and/or intrusion and the corrective action the Contractor has taken to prevent further disc losure and /or 
intrusion. The Contractor must, in the case of a disclosure, cooperate fully with the State to not ify the 
af fected persons as to the facts and circumstances of the disclosure of the Sensitive Data. Additionally , 
the Contractor must cooperate fully with all government regulatory agencies and /or law enforcement 
agencies that have jurisdiction to investigate a disclosure and/or any known or suspected criminal activity.  

3.3.2. If , over the course of  delivering services to the State under this statement of  work for in-scope 
environments, the Contractor becomes aware of an issue, or a potential issue that was not  detec ted by  
security and privacy teams, the Contractor must notify the State within two (2) hours.  This  not if icat ion 
must not minimize the more stringent service level contracts pertaining to security scans and  breaches 
contained herein, which due to the nature of an active breach must take precedence over this notification. 
The State may elect to work with the Contractor under mutually agreeable terms for those specif ic 
resolution services at that time or elect to address the issue independent of the Contractor. 

3.3.3. If  the Contractor identifies a potential issue with maintaining an “as provided” State infrastructure element 
in accordance with a more stringent State level security policy, the Contractor must identify and 
communicate the nature of the issue to the State, and, if possible, outline potential remedies.  
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Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

3.4. Security Incident Reporting and Indemnification Requirements 

3.4.1. The Contractor must report any security incident of which it becomes aware.  For the purposes of  this 
document, “Security Incident” means the attempted or successful unauthorized access, use, disclosure,  
modification, or destruction of information or interference with sys tem operations in an information 
system. It does not mean unsuccessful log-on attempts, denial of service attacks, unsuccessful network  
attacks such as pings, probes of firewalls, port scans, or any combination of those, as long as there is  no 
unauthorized access, acquisition, use, or disclosure of Sensitive Data as a result. 

3.4.2. In the case of an actual security incident that may have compromised Sensitive Data, the Contractor must 
notify the State in writing within two (2) hours of  the Contractor becoming aware of  the breach. The 
Contractor is required to provide the best available information from the investigation.  

3.4.3. In the case of a suspected incident, the Contractor must notify the State in writing within twenty-four (24) 
hours of the Contractor becoming aware of the suspected incident. The Contractor is required to prov ide 
the best available information from the investigation.  

3.4.4. The Contractor must fully cooperate with the State to mitigate the consequences of an incident/suspected 
incident at the Contractor’s own Cost. This includes any use or disclosure of the Sensit ive Data that  is 
inconsistent with the terms of this Contract and of which the Contractor becomes aware, including but not  
limited to, any discovery of a use or disclosure that is not consistent with this contract  by an emp loyee,  
agent, or Subcontractor of the Contractor. 

3.4.5. The Contractor must give the State full access to the details of the breach/suspected breach and assist 
the State in making any notifications to potentially affected people and organizations that the State deems 
are necessary or appropriate at the Contractor’s own cost.  

3.4.6. The Contractor must document and provide incident reports for all such incidents/suspected incidents to 
the State. The Contractor must provide updates to incident reports until the investigation is  complete at  
the Contractor’s own cost. At a minimum, the incident/suspected incident reports will include: 

3.4.6.1. Data elements involved, the extent of the Data involved in the incident, and the identification of  
af fected individuals, if applicable. 

3.4.6.2. A description of the unauthorized persons known or reasonably believed to have improperly 
used or disclosed State Data, or to have been responsible for the incident. 

3.4.6.3. A description of where the State Data is believed to have been improperly transmitted, sent,  or 
utilized, if applicable. 

3.4.6.4. A description of the probable causes of the incident. 
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3.4.6.5. A description of the proposed plan for preventing similar future incidents, including ongoing risk  
remediation plan approval. 

3.4.6.6. Whether the Contractor believes any federal or state laws requiring notifications to individuals  
are triggered.  

3.4.7. In addition to any other liability under this contract related to the Contractor’s improper disclosure of State 
Data, and regardless of  any limitation on liability of  any kind in this Contract, the Contractor will be 
responsible for acquiring one year’s identity theft protection service on behalf of any individual or ent ity  
whose Sensitive Data is compromised while it is in the Contractor’s possess ion.  This  serv ice wil l  be 
provided at Contractor’s own cost. Such identity theft protection must provide coverage f rom all three 
major credit reporting agencies and provide immediate notice through phone o r email of  at tempts  to 
access the individual’s credit history through those services. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

4. Security Review Services 

As part of a regular Security Review process, the Contractor will include the following reporting and  serv ices to 
the State: 

4.1. Hardware and Software Assets 

The Contractor will support the State in defining and producing specific reports for both hardware and software 
assets. At a minimum this includes: 

4.1.1. Deviations from the hardware baseline. 

4.1.2. Inventory of information types by hardware device. 

4.1.3. Sof tware inventory compared against licenses (State purchased). 

4.1.4. Sof tware versions and then scans of versions against patches distributed and applied. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
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4.2. Security Standards by Device and Access Type 

The Contractor must: 

4.2.1. Document security standards by device type and execute regular scans agains t these s tandards to 
produce exception reports. 

4.2.2. Document and implement a process for any required remediation. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

4.3. Boundary Defenses 

The Contractor must: 

4.3.1. Work with the State to support the denial of communications to/from known malicious IP addresses. 

4.3.2. Ensure that the system network architecture separates internal systems from DMZ and extranet systems. 

4.3.3. Require the use of two-factor authentication for remote login. 

4.3.4. Support the State’s monitoring and management of devices remotely logging into the internal network. 

4.3.5. Support the State in the configuration of firewall session tracking mechanisms for addresses that access 
the solution. 

 
Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

4.4. Audit Log Reviews 

The Contractor must: 
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4.4.1. Work with the State to review and validate audit log settings for hardware and software. 

4.4.2. Ensure that all systems and environments have adequate space to store logs. 

4.4.3. Work with the State to devise and implement profiles of common events from given systems to reduce 
false positives and rapidly identify active access. 

4.4.4. Provide requirements to the State to configure operating systems to log access control events. 

4.4.5. Design and execute bi-weekly reports to identify anomalies in system logs. 

4.4.6. Ensure logs are written to write-only devices for all servers or a dedicated server managed by ano ther 
group. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

4.5. Application Software Security 

The Contractor must: 

4.5.1. Perform configuration review of operating system, application, and database settings. 

4.5.2. Ensure software development personnel receive training in writing secure code. 

 
Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A – Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

4.6. System Administrator Access 

The Contractor must: 

4.6.1. Inventory all administrative passwords (application, database, and operating system level). 
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4.6.2. Implement policies to change default passwords in accordance with State policies, following any transfer 
or termination of personnel (State, existing Materials and Supplies Vendor, or Contractor). 

4.6.3. Conf igure administrative accounts to require regular password changes. 

4.6.4. Ensure user and service level accounts have cryptographically strong passwords. 

4.6.5. Store passwords in a hashed or encrypted format. 

4.6.6. Ensure administrative accounts are used only for administrative activities. 

4.6.7. Implement focused auditing of administrative privileged functions. 

4.6.8. Conf igure systems to log entry and alert when administrative accounts are modified. 

4.6.9. Segregate administrator accounts based on defined roles. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
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4.7. Account Access Privileges 

The Contractor must, in alignment with policy requirements: 

4.7.1. Review and disable accounts not associated with a business process. 

4.7.2. Create a daily report that includes locked out accounts, disabled accounts, etc. 

4.7.3. Implement a process for revoking system access. 

4.7.4. Automatically log off users after a standard period of inactivity. 

4.7.5. Monitor account usage to determine dormant accounts. 

4.7.6. Monitor access attempts to deactivated accounts through audit logging. 

4.7.7. Prof ile typical account usage and implement or maintain profiles to ensure that  security p rofi les are 
implemented correctly and consistently. 

Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
 

 

4.8. Additional Controls and Responsibilities 

The Contractor must meet with the State no less frequently than annually to: 

4.8.1. Review, update and conduct security training for personnel, based on roles. 

4.8.2. Review the adequacy of physical and environmental controls. 

4.8.3. Verify the encryption of Sensitive Data in transit. 

4.8.4. Review access controls based on established roles and access profiles. 

4.8.5. Update and review system administration documentation. 

4.8.6. Update and review system maintenance policies. 

4.8.7. Update and review system and integrity policies. 

4.8.9. Review and implement updates to the System security plan. 

4.8.10 Update risk assessment policies and procedures. 

4.8.11 Update and implement incident response procedures.  
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Please explain how these requirements will be met within the context of the proposed solution (e.g., 
Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), On-
Premises or Hybrid). If this section, or portions of this section, are not applicable, please explain and 
note as N/A. Please note that any proposed compensating controls and/or requirement modifications 
must be noted in Appendix A - Compensating Controls to Security and Privacy Requirements. The 
language within the supplement will not be modified. 
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Appendix A – Compensating Controls to Security and 
Privacy Supplement 
In the event that there is a security or privacy requirement outlined in this supplement that needs to be met by a 
compensating control, please identify it below and provide a proposed language change as well as a rationale for 
the change. 

Reference Current Language Contractor’s  
Proposed Change 

Rationale of Proposed 
Change 

Example: 
 

Supplement 2 
- Page 11 

Example: Provide vulnerability 
management services for the 
Contractor’s internal secure 
network connection, including 
supporting remediation for 
identified vulnerabilities as 
agreed. As a minimum, the 
Contractor must provide 
vulnerability scan results to the 
State monthly. 

Example: Provide vulnerability 
management services for the 
Contractor’s internal secure 
network connection, including 
supporting remediation for 
identified vulnerabilities as 
agreed. As a minimum, the 
Contractor must provide 
vulnerability scan results to the 
State weekly. 

Per company policy 
vulnerability report are 
only provided to 
customers on a quarterly 
basis. 

    

    

  
  

 
 
 
 


	ATTACHMENTS:
	PART FOUR: EVALUATION OF PROPOSALS

	5. Interviews, Demonstrations, and Presentations.  DAS may require top Offerors to be interviewed.  Such presentations, demonstrations, and interviews will provide an Offeror with an opportunity to clarify its Proposal and to ensure a mutual understan...
	PROPOSAL EVALUATION CRITERIA.  If the Offeror provides sufficient information to DAS, in Tab 1, of its proposal, demonstrating it meets the Mandatory Requirements, the Offeror’s Proposal will be included in the next part of the evaluation process whic...
	TABLE 2 - SCORING BREAKDOWN

	ATTACHMENT FIVE B
	OFFEROR PRIOR PROJECT FORM

	ATTACHMENT FIVE C
	OFFEROR PRIOR PROJECT FORM

	ATTACHMENT FIVE D
	OFFEROR PRIOR PROJECT FORM

	ATTACHMENT SIX
	OFFEROR REFERENCES

	OFFEROR’S CANDIDATE EXPERIENCE REQUIREMENT

