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THE CHANCELLOR OF THE OHIO DEPARTMENT OF HIGHER EDUCATION
PERSONAL CONFIDENTIALITY STATEMENT

This form must be completed by the ASPIRE staff member to receive access to data systems containing Personally Identifiable Information (PII) from the Chancellor of the Ohio Department of Higher Education (the “Chancellor”) and the ASPIRE Administrator. The data is to be used for the sole purpose of establishing state and federal reporting on applicable student performance measures and evaluating individual program performance.

I, __________________________, am an employee of ________________________________ (ASPIRE Program), which has entered into an agreement for the release of PII with the Chancellor.  I understand that in the course of my employment I may have access to data which includes PII from the Ohio Department of Job and Family Services (ODJFS), the Chancellor’s Higher Education Information (HEI) system, The Ohio State University (OSU), and the Ohio Department of Education and Workforce (ODEW). 

In connection with access to any PII furnished by the above, I acknowledge and agree to abide by the terms of the above-cited agreement, as well as the following:

1. I will access and use data only as necessary for the performance of my official, PAID ASPIRE duties and I am prohibited from accessing information or data that is not relevant and necessary to perform my job duties.
1. I will utilize secure (encrypted) transmission methods when transmitting student data electronically and I will store data that I obtain from each data system under secure conditions. 
1. I will retain identifiable records in accordance with the ASPIRE Assessment Policy. 
1. I have written permission on file for each student involved in this data request to obtain these data from the Chancellor.  I have also indicated in LACES (data management system) whether the student has given me permission for his/her release of information.
1. I will process data and any reports created from the data in a manner that will protect confidentiality by direct or indirect means, and in such a way that unauthorized persons cannot retrieve the information by any means.
1. I will ensure my login information (e.g. username and password) is secured. 
1. I will sign off of any system containing PII when I am not actively using it.
1. Before sharing information or data with others, electronically or otherwise, I will ensure that the recipient is authorized to receive the information or data and understands his/her responsibilities as a user. 
1. I will dispose of confidential reports in a manner that will preserve PII when I have finished using it. 
1. I will immediately notify the DHE ASPIRE Program of any suspected or actual violation of confidentiality.
1. I will inform the DHE ASPIRE program when I am no longer in need of restricted access to data information provided by the Chancellor.

1. I have read the Confidentiality and FERPA Policy on the web site at www.ohiohighered.org/aspire/reference under the heading Policies.
1. I have read the above-cited agreement and will comply with the terms, understanding that if I violate any confidentiality provisions, my access privileges will immediately be suspended or terminated.  I further acknowledge that if I disclose PII, I may be subject to dismissal from state service, as well as a fine and/or imprisonment under Section 4141.99 and 1347.10 of the Ohio Revised Code.

By signing below, I acknowledge that I have read and understand the information about the confidentiality requirements for the data from Ohio Department of Job and Family Services (ODJFS), the Chancellor’s Higher Education Information (HEI) system, The Ohio State University (OSU), and the Ohio Department of Education and Workforce (ODEW), and I will adhere to the information. I understand the possible penalties for failure to comply.

SECTION TO BE COMPLETED BY THE EMPLOYEE REQUESTING ACCESS TO DATA CONTAINING PII: 

Date: ____/____/____	Printed Name: ___________________________________________________________	
Title: __________________________ Email: ______________________@_______________________________
Signature: _______________________________________ Phone:_____________________________________

SECTION TO BE COMPLETED BY THE ASPIRE ADMINISTRATOR OR THEIR SUPERVISOR:

My signature below certifies that the employee named above, who is under my supervision, requires access to data systems containing PII, and that such access is relevant and necessary in the ordinary course of performing her/his duties for ASPIRE.  I understand and support the terms of this agreement.  My signature confirms that I give permission for the stated employee to receive access to data from the systems selected below:

Data systems to which the employee needs access:	LACES (Data Management System)												Diploma Sender/GED Manager 
PLEASE NOTE:	ASPIRE programs can have a maximum of two individuals with access to Diploma Sender/GED Manager.
Printed Name: _______________________________ ASPIRE Program: __________________________________
ASPIRE Program Address: _______________________________________________________________________
Signature: ____________________________________________________________________________________

Signed statements must be submitted for each staff person approved for direct access to 
LACES and Diploma Sender/GED Manager.  
Completed forms should be returned to:
The Chancellor of the Ohio Department of Higher Education (aspiregrants@highered.ohio.gov)

INCOMPLETE FORMS WILL NOT BE PROCESSED
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